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IN mov eax, 'VMXh' 

mov ebx, 0 

mov ecx, 10 

mov edx, 'VX' 

in eax, dx 

cmp ebx, 'VMXh' // ebx  

 

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\ 

Control\Class\{4D36E968- E325- 11CE- BFC1- 08002B 

E10318}\0000\Device Description  

HKEY_LOCAL_MACHINE\ SYSTEM\ControlSet001\ 

services\Disk\Enum vmwareɹvboxɹvirtualɺ 

 

c:\windows\system32\drivers\vmmouse.sys 

c:\windows\system32\drivers\vmhgfs.sys 

c:\windows\system32\drivers\vboxmouse.sys 

 12 ӎ Ӏ ᶕ  

 

3ɻ  

ɹ

shellcode ɺ

Living off the land ɺ Living off the land

ɺ

Living off the land  



 

 

   

WMI WMIC.exe 

WMIprvse.exe 

ɹ ɹAV

ɹ ɹ ɹ

ɹ Payloadɹ

 

Powershell Powershell.exe 

ɺ

WMI WMI

Powershell  

cmd cmd.exe 

Certutil.exe ɹPowershell.exeɹ

WMIprvse.exe ɹSchtasks.exe  

 vbScript.exe 

wscript.exe 

Cscript.exe  

mshta.exe 

VBS

powershell

PEɺ mshta.exe

Payload 

 schtasks.exe UAC

 

Bitsadmin bitsadmin.exe Payload 

CertUtil Certutil.exe Payload base64

 

msiexec msiexec.exe Payload 

regsvr32 regsvr32.exe dll 

Psexec Psexec.exe  

MSbuild MSbuild.exe  

C#  csc.exe C#  

 13 Ӏ ŅLiving off the landņ  

 

4ɻ  

ɺ

ɺ 

 

   

DNS Almaɹ AnchorDNSɹ

Denisɹ Faedevourɹ

Frameworkpos ɹ

HelminthɹISMAgentɹ

DNS DNS

DNS

C&C ɺ



 

ISMDoorɹPisloaderɹ

PlugXɹSluie 

Faedevour

MAC Base64

DNS C&C ɺ 

C&C

IP Almaɹ

AnchorDNSɹSluie DNS

IP

C&C ɺ 

HTTP/HTTPS BUFFETLINE LZNT1 XOR

TLS

TLS ɺ 

COMPFun HTTP ɺ 

Reductor COMpfun TLS

ɺ TLS Client Random

IDɺ 

 14 ᴶ Ӄᶡ 

 

2. 2.1 Emotet  

Emotet ɺEmotet

Dridex Panda Trickbotɺ 

VenusEye 2019 68%

61% Emotetɺ 

Emotet 2014 ɺ2015 Emotet

ɹ ɹ ɹ

ɺ 

2017 Emotet IcedID ɺ

TrickBot UmbreCrypt ɺ Emotet

ɺ 

2018 Emotet ɺ

C&C

ɺEmotet ɹ ɺ 

2019 2 Emotet ɺ

.doc Word XML .doc

ɺ

ɺ XML Microsoft Word  

 



 

 

ɺ Word 2007 2016 XML

Word Word 2003 XML ɺ Flat OPC ɺ Office

Word IE Word 2007 XML ɺ 

2019 4 Emotet HTTP ɺ

 

HTTP Header : HTTP RFC HTTP Header

ɺ 

 

 

 22 Emotet ╦ HTTP  

 

 

 23 Emotet HTTP  

 

URL Header Emotet URLɺ URL

ɺ 

2019 5 Emotet C&C

ɺ 9 Emotet ɺ 

2020 2 Emotet Version 5 ɺ wlanAPI WI- FI

ɺ C&C

ɺ 

Wi- Fi Emotet ɹUSB  

 



 

 

ɹ ɺ Emotet Wi- Fi

ɺ Wi- Fi WlanEnumInterfaces

SSIDɹ

ɺ Emotet ɺ

WLAN WLAN

ɺ ɺ Wi- Fi

04/16/2018 2018 5 4 VirusTotalɺ

Emotet C&C IP Wi- Fi

ɺ 

Emotet Control Flow Flattening

, ɺ

ɺ

switch ɺ 

Emotet C&C IP 8

ɺEmotet PEM RSA ɺ 

AES- 128- CBC SHA- 1 ɺRSA ɹAES-

128- CBC SHA- 1 Emotet C C ɺ

SHA- 1 AES- 128- CBC RSA AES-

128- CBC ɺ 

 

struct Raw_data 

{ 

    uint32_t  victim_id_size;           //  ID  

    uint8_t  victim_id[victim_id_size];  // ID +  

    uint32_t  system_info;             //   

    uint32_t  session_id;              //  ID 

    uint32_t  version_date;                 //   

    uint32_t  unknown_id;                 //  

    uint32_t  procname_buffer_size;     //   

    uint8_t  procname_buffer[procname_buffer_size];  //   

    uint32_t  module_id_array_size;     //   

    uint8_t  module_id_array[module_id_array_size];  //   

} 

Emotet LibLZF ɺ  

 

 

 

 



 

 

struct Compress_data  

{  

    uint32_t cmd_id;         // ID 

    uint32_t comp_data_size;  //  

    uint8_t comp_data [comp_data_size];   //   

} 

Emotet AES- 128- CBC

HTTP POST C&C ɺ  

struct final_data 

{ 

    uint8_t enc_session_key[0x60];    // RSA  AES- 128- CBC  

    uint8_t comp_data_hash[0x14];   // Compress_data SHA- 1

 

    uint8_t encrypted_data[];        // AES- 128- CBC  

} 

Emotet POST Header

multipart / form - data FormName FileName ɺ 

 

 
 24 Emotet ᴶ  

 

C&C ɺC&C RSA

AES- 128- CBC AES- 128- CBC SHA- 1 ɺ

C&C  

 

 



 

 

struct c2_cmd_data  

{  

    uint32_t  id;          //  ID      

    uint32_t  command   //  ID  

    uint32_t  payload_size;   //   

    uint8_t  payload [payload_size];  //   

} 

 

2FA ɹ ɹ

Emotet ɺ Emotet

ɺ 

2019 Emotet

ɺ 

2.2.2  TrickBot  

TrickBot 2016 Dyre/Dyreza

ɺ 

TrickBot ɺ APT Lazarus

FIN6 ɺ

TrickBot MaaS ɺ 

TrickBot ɺ

ɺ TrickBot

ɺ

ɺ Ryuk Ryuk TrickBot

ɺ 

TrickBot ɺTrickBot

Emotet-- >TrickBot-- >Ryuk Emotet

TrickBot TrickBot Ryukɺ 

TrickBot Anchor/AnchorDNS TrickBot

LazarusɹFIN6 Emotet-- >TrickBot-- >Ryuk

TrickBot Gtagɺ 

1ɹAnchor&AnchorDNS  

Anchor 2018 TrickBot ɺAnchor

Metasploit Cobalt Strike

PowerShell EmpireɹTerraLoader PowerTrick ɺAnchorDNS 2019 3

Anchor DNS C&C ɺ 



 

 

Anchor Anchor ɺ

AnchorInstallerɹAnchorDeInstallerɹpsExecutorɹmemoryScraperɺ 

Anchor WinHTTP loader/1.0ɹW%i%i%iɹ /1001/ TrickBot

ɺ C&C url BotID ɺ 

memoryScraper PoS Anchor ɺ

OpenNIC C&C Installer DNS ɺ

ɺ 4 C&C 51.254.25.115ɹ193.183.98.66ɹ91.217.137.37ɹ

87.98.175.85ɺ 

memoryScraper TrickBot W%i%i%i- ɹ WinHTTP 

sender/1.0ɺ 

AnchorɹmemoryScraper TrickBot ɺ

AnchorɹAnchorDNS TrickBot  

1  GUID [Machine_NAME]_[Windows_Version].[Client_ID] ɺ 

 

 GUID 

Anchor /anchor001/WIN- U23IQE491EN_W617601. 

825D06550FF3CF01C115B4A8E94A6B34 

AnchorD

NS 

/anchor_dns/WIN-

U23IQE491EN_W617601.825D06550FF3CF01C115B4A8E94A6B34 

TrickBot /mor92/ DESKTOP-

3UWCJX8_W10018363.E1CC08FA9D9468D2A146BC5729146B99 

 15 AnchorɻAnchorDNSɻTrickbot GUID  

 

2  IP ɺAnchorɹAnchorDNS Web

IPɺ ipinfo.ioɹipecho.netɹapi.ipify.orgɹ

ip.anysrc.net ɹ icanhazip.com ɹ wtfismyip.com ɹ myexternalip.com ɹ

checkip.amazonaws.com TrickBot web ɺ 

3  C&C ɺ AnchorɹAnchorDNS TrickBot C&C ɺ

23.95.97.59 ɺ Anchor

C&C TrickBot C&C squlDLL AnchorDNS C&C chishir.com

ɺ 

4  AnchorɹAnchorDNSɹTrickBot

ɺ 

5  C&C /1/ ɺAnchor /1/  



 

 

 25 Anchor  

 

 
 26 AnchorDNS  

 

 

 27 Trickbot  

 

 



 

 

Anchor payload psExecutorɹmemoryScraperɹTerraLoaderɹ

MeterpreterɹPowerShell EmpireɹCobalt Strike ɺ psExecutor PowerShell

ɺ 

Anchor Lazarus PowerRatankba Lazarus TrickBot- Anchor

ɺ Lazarus FIN6 Anchor ɺFIN6 2016 FireEye

ɺ Anchor

PowerTrick Terraloader FIN6 More_eggsɺ 

2ɹTrickBot  

TrickBot ɺ

Emotet-- >TrickBot-- >Ryukɺ 

office ɺ

PowerShell EmotetɺEmotet C&C

TrickBot ɺ 

TrickBot ɺ

Ryuk payload ɺ

AdFind.exe Ryukɺ 

TrickBot Emotetɹ

IcedID/BokBotɹUrsnif Gozi ISFB v2ɺ2020 3 Fastloader

TrickBotɺ 

2020 3 BazarBackdoor Cobalt Strike

ɺBazarBackdoor TrickBot

ɺ 

3ɹTrickBot Gtag 

TrickBot Gtag C&C gtag mor92

 

 

 

 28 Trickbot Gtag 

 

mor Group ID TrickBot 92

ɺ 

Gtag 51 92% TrickBot 5 Gtag (jimɹlibɹtotɹ

satɹono)ɺ 



 

 

Gtag (TTP)

ɺ 

jimXXɹ libXXɹtotXX sinXXɹtinXX

IcedID/Bokbot ɺwmdXX AmadeyɹFastLoaderɺ

satXXɹsumm1 trg1 Ostap JavaScript morXX

Emotet ɺ 

TrickBot (MaaS) ɺ

Lazarus FIN6

ɺ 

Anchor TrickBot (All- in- one)

ɺ 

TrickBot

TrickBotɺ TrickBot TrickBot

C&C AnchorɹAnchorDNSɹBazarBackdoor ɺ 

2.2 . 3 GuLoaderⱴ  

GuLoader 2019 ɺ 2020

VB Loader ɺ VB

ɹ COVID .rar .iso ɺ 

GuLoader

ɺGuLoader Microsoft OneDriveɹGoogle Drive

ɺ NetWireɹ

RemcosɹFormbookɹLokibotɹAgentTela ɺ

ɺ 

GuLoader shellcode shellcode ɺ

Key 0x922954C4 ɺ 

shellcode  

 

 

 29 GuLoader shellcode 

 

shellcode Dump IDA

ɺ 



 

 

 30 GuLoader shellcode ҷḪ  

 

shellcode fs:[c0] 64 64 ɺ 

ɹ ɹ  

0x10000~0x7FFFF000 Hash 8

Hash ɺ ɺ 

 

 
 31 GuLoader ┼ 

 

8 Hash 2D9CC76CɹDFCB8F12ɹ27AA3188ɹF21FD920ɹ3E17ADE6ɹ7F21185Bɹ

A7C53F01ɹB314751Dɺ B314751D vmtoolsdControlWndClass vmWare

ɺ 7 hash ɺ 

12 ɺ 

 

 

 32  

 

DbgBreakPointɹDbgUiRemoteBreakin patch

ɺDbgBreakPoint 0x90

DbgUiRemoteBreakin patch ExitProcess ɺ 

 

 



 

 

ntdll.dll Hook ɺ 3  

0x9090C350

ɺ 

5 0x00E8

ɺ 

 

 

 33 GuLoader ԓ ⃰ 1 

 

5 0xE0FF ɺ 0xE0FF jmp 

eaxɺ 

 
 34 GuLoader ԓ ⃰ 2 

 

Hook  

 

 35 GuLoader ԓ ⃰ 3 

 

 
 36 GuLoader ԓ ⃰ 4 

 

Hook ɺ

5 0x00BA ɺ 00ED6EA7

MOV DWORD PTR DS:[EBX+0x5],0xBA DWORD 0x000000BAɺ 

7C92CE93 MOV EDX,0x7FFE0300 MOV     

EDX,0x7F000000 ɺ 

MOV EAX,0x3 MOV EAX,0x4 ɺ

Hook  

 



 

 

ɺ ɺ 

ZwSetInformationThread ɺ

ThreadInformationClass 0x11 ThreadHideFromDebugger

ɺ 

C:\Program Files\Qemu- ga\qemu- ga.exe ɺ 

10 CPUID 10 ɺ

eax=1 CPUID ecx 31 1 ɺ

shellcode bugɺ 

CONTEXT 6 Dr0ɹDr1ɹDr2ɹDr3ɹDr6ɹDr7

ɺ 0 jmp eax eax

ɺ  

Process Hollowing RegAsm.exe RegAsm.exe ɺ

RegAsm.exe shellcode

ɺ 

.binɺ 

 

 

 37 GuLoaderҐ bin ᴌ 

 

0x40 PE  

 
 38 bin ᴌ  



 

 

Key shellcode ɺ Key

96 512 768 ɺ 

gozman_FuZUeePhB40.bin AgentTeslaɺ 

 

 

 39 GuloaderҐ AgentTesla 

 

RegAsm.exe AgentTesla ɺ 

2019 VBɹDelphiɹC#ɹAutoIT Loader Loader

Loader ɺ GuLoader

ɺ

VB Loader ntdll Hook ɺGuLoader

shellcode ɺ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

Web Web

ɺ Web

Web Webshell

Web ɺ

Web ɺ 

3.1  Web ῃ  ל

3.1.1  Ҭ ᴆ ῃ  ל

1ɻWebLogic 

WebLogic Oracle application server

JAVAEE WebLogic ɹ ɹ Web ɹ

Java ɺ 

WebLogic ɺ

WebLogic  

XML ɺ2019 4 CNVD ʁ Oracle 

WebLogic wls9- async ʂ CVE-

2019- 2725 CVE- 2017- 10271 ɺ UnitOfWorkChangeSet

CVE- 2019- 2729

Oracle

ɺ 

WebLogic T3 ɺ 2019 10 CVE- 2019- 2890

WebLogic.jar WebLogic.wsee.jaxws.persistence.PersistentContext.class

readObject readSubject readSubject

ObjectInputStream.readObject ɺ T3

PersistentContext ɺ T3

CVE- 2020- 2555ɹCVE- 2020- 2798ɹCVE- 2020- 2963ɹCVE- 2020- 2801ɹCVE-

2020- 2884 ɺ 

2020 1 CVE- 2020- 2551 ɺ RMI

CVE- 2017- 3241 Oracle t3 ɺ CVE- 2020-

2551 IIOP

ɺ 

Oracle WebLogic ɺ

- - ɺ  

 



 

 

ɺ 

WebLogic XXE CVE- 2019- 2647ɹ

CVE- 2019- 2648ɹCVE- 2019- 2649ɹCVE- 2019- 2650 CVE- 2020- 2949

CVE- 2019- 2618 ɺ 

2ɻWebSphere 

WebSphere Application Server ɹ Web

Java Servlets Web IBM ɺ ɹ

Web ɺ 

CVE- 2019- 4279

ɺ WebSphere Application Server ND 9.0

8.5ɹWebSphere Virtual Enterprise V7.0ɺ 

CVE- 2019- 4505 ɺ 

CVE- 2020- 4276ɹCVE- 2020- 4362

SOAP ɺ 

websphere

ɺ 

3ɻTomcat 

CVE- 2020- 1938 Apache- Tomcat- Aip Tomcat AJP

ɺ webapp

webapp ɺ

ɺ 

CVE- 2019- 0232  Windows Metasploit

ɺ AJP 7.8% Tomcat

CVE- 2020- 1938 ɺ 

4ɻColdfusion  

Tomcat CVE- 2020- 1938 CVE- 2020- 3761 Adobe ColdFusion

AJP connectors ɺAdobe ColdFusion AJP

ɺ AJP

wwwroot wwwroot jsp

ɺ ɺ 

Coldfuson ɺCVE- 2019- 7091 Adobe ColdFusion

FlashGateway Adobe ColdFusion

FlashGateway ɺCVE-

2019- 7839 JNBridge ColdFusion JNBridge

ɺ 



 

3. 1.2  Apache Software Foundation ῃ  ל

ASF 2019 18000  

300 100 CVE ɺ ASF

ɺ 

1ɹApache HTTP Server 

2019 4 Apache HTTP Server CVE

CVE- 2019- 0211ɹCVE- 2019- 0217ɹCVE- 2019- 0215ɹCVE- 2019- 0197ɹCVE- 2019-

0196ɹCVE- 2019- 0220 ɺ

2.2

ɺ 

Apache HTTP CVE- 2019- 0211

mod_prefork mod_worker mod_eventɺ PHP CGI ...

root ɺ 2019 4 Apache HTTP

GitHub WriteUp EXP ɺ 

2ɹApache Tomcat 

EU- FOSSA 2 Apache Kafka Apache 

Tomcat ɺApache Kafka Apache Tomcat

Apache Tomcat CVE- 2019- 0232 Apache Tomcat 

CVE- 2019- 0221 ɺ 

CVE- 2019- 0232  Windows Metasploit

ɺ AJP 7.8% Tomcat

Apache- Tomcat- Aip CVE- 2020- 1938 ɺ 

3ɹApache Solr 

2019 10 GitHub Apache Solr Velocity

Apache Solr

ɺ 

Apache Solr

Metasploit ɺ 2019 11 Apache Solr

CVE- 2019- 17558 Apache Solr CVE- 2019- 12409

ɺ 

4ɹApache Axis 

CVE- 2019- 0227 Apache Axis ɺAxis

StockQuoteService.jws HTTP URL

ARP MITM HTTP Web

ɺ 

 



 

 

Apache Axis ɺ

www.xmltoday.com ɺ 

5ɹApache Olingo 

2019 12 Apache Olingo XXE CVE

CVE- 2019- 17554ɹCVE- 2019- 17555ɹCVE- 2019- 17556 ɺ Apache Olingo XXE CVE-

2019- 17554 ɺ 

6ɹApache POI 

Apache POI 4.1.0 ɺ

CVE- 2019- 12415 ɺ 

7ɹApache Dubbo 

Apache Dubbo ɹ Java RPC

ɺ 

5000 Dubbo ɺ

5176 194 66 ɺ Dubbo

gadgets CVE- 2019- 17564 ɺ 2

ɺ 

8ɹ  

2019 8 Black Duck Synopsys Struts

Struts ɺ

Struts

ɺ Struts

Struts ɺ 

2019 9 RiskSense ASF

ɺ

ɺ ASF

ɺ 

Apache ShardingSphere CVE- 2020- 1947 ɹApache Flink

ɹApache FreeMarker CVE- 2020- 7799 ɹApache Log4j 

CVE- 2019- 17571 ɹApache ShardingSphere

CVE- 2020- 1947 ɹApache SSI

ɺ 

3.1.3  Fastjson ↓  

Fastjson Java JSON ɺ2017 Fastjson

1.2.24

autotype ɺ  



 

 

ɺ 

2019 6 Fastjson autotype

payloadɺ 1.2.68 safeMode

autoTypeɺ2020 6 1 Fastjson autotye

ɺ 

Fastjson Jackson Fastjson

Jackson ɺJackson Java java

xml json

JDK ɺ 

Jackson enableDefaultTyping activateDefaultTyping jackson-

databind CVE- 2020- 10673 com.caucho.config.types.ResourceRef

JNDI

ɺ activateDefaultTyping Java

ɺ jackson- databind

ɺ 

3. 1.4  ⱲῈ  

2019 9 OA ɺ

OA ɹ ɹ ɺ

ɺ 

1ɹOA  

1  OA A8  

2019 6 A8+ Getshell ɺ

Getshell ɺ 

2 e- cology OA SQL  

2019 9 17 OA ɺ 

 e- cology OA  BeanShell  BeanShell 

ɺ 

3 OA SQL  

OA

ɺ 

4 E- cology OA  

2019 10 24 e- cology OA ɺ

ɺ

ɺ 

5 OA + RCE  



 

 

2020 3 OA

ɺ OA OA

ɺ

OA v11  

System Webshell

ɺ 

6 OA  

ɺ 

2ɹJIRA  

JIRA Atlassian ɹ ɹ

ɹ ɹ ɹ ɺJIRA ɹ

ɹ ɹ 150 115 19,000

ɺ 

1 Atlassian Crowd  

Crowd Crowd Data Center pdkinstall ɺ

Crowd Crowd Data Center ɺ

Crowd Crowd Data Center

ɺ 

2 Atlassian JIRA (CVE- 2019- 11581) 

2019 7 JIRA Atlassian Jira Server Jira Data Center

CVE- 2019- 11581

Jira Server Jira Data Center ɺ 

3 Confluence Server and Confluence Data Center -  Local File Disclosure CVE- 2019-

3394  

2019  8 28 Atlassian Confluence Confluence 

Server Data Center ɺ

 / confluence / WEB- INF 

LDAP ɺ atlassian- user.xml

LDAP LDAP ɺ 

4 Jira SSRF (CVE- 2019- 8451) 

Jira /plugins/servlet/gadgets/makeRequest SSRF JiraWhitelist

Jira ɺ

ɺ 

5 Jira Importers Plugin (CVE- 2019- 15001) 

Jira Jira JIM ɺ

ɺ

Jira Server Data Center ɺ 

  



 

 

6 JIRA Servcie Desk (CVE- 2019- 14994) 

CVE- 2019- 14994 JIRA Service Desk -

Service Desk JIRA ɺ 

7 Jira CVE- 2019- 8449  

8.4.0 Jira / rest / api / latest / groupuserpicker

ɺ 

JIRA JIRA

ɺ

ɺ 

3ɹ  

1 Coremail  

Coremail 10  

ɺ2019 6 Coremail mailsms

ɹ ɺ

ɺ 

2 OpenSMTPD (CVE- 2020- 7247) 

2020 01 29  OpenSMTPD  github  CVE- 2020-

7247 ɺOpenSMTPD RFC 5321 SMTP

SMTP

ɺCVE- 2020- 7247

root ɺ  

3 Exim CVE- 2019- 10149  

2019 6 Exim

CVE- 2019- 10149ɺ root

execv() ROP Return- Oriented 

Programming ɺ 

3.1.5  VPN ῃ  ל

VPN Virtual Private Network ɹ

ɺVPN

ɺ 

VPN VPN APT ɺ

2020 4 Darkhotel VPN ɺ 

Pulse Secure SSL VPN VPN

sessionɹ VPNɺ 

CVE- 2019- 11510  

https://www.cnblogs.com/dgjnszf/p/11031932.html


 

 

CVE- 2019- 11542  

CVE- 2019- 11539  

CVE- 2019- 11538  

CVE- 2019- 11508  

CVE- 2019- 11540  

CVE- 2019- 11510

CVE- 2019- 11539 ɺ 

Market Insights VPN 2018 2025

18.26% VPN ɹ

ɹ ɺ 

3.2  Webshell ΐ  ל

Webshell Web ɺ

Webshell

Webshell Web

ɺ 

Webshell ɺ Webshell

ɺ

Webshell ɺ

ɺ Webshell

ɺ 

1ɻ  

1 2011  

C/S Webshell asp php

ɺ

Webshell ɺ 

Webshell 2011 base64

ɺ 

 

 40 2011 № 



 

 

Webshell ɺ 

2 2014  

2014 2011 2011 eval

base64_decode ɺ 

 

 

 41 2014 № 

 

3 2016  

2016

ɺ Webshell

ɺ 

 

 

 42 2016 № 

 

Base64 ɺ

Base64 ɺ 

2ɻ  

Webshell

ɺ ɺ

Webshell Webshell

ɺ

ɺ 

5 Webshellɺ asp,jsp,php

ɺ 

ɺ 

 



 

 

 43 ‚  

 

16 ɺ 

 

 

 44 ‚ Ḫ  

 

ɺ 16 ɺ

behinder java ɺ 

 

 

 45 ‚ Ḫ  

 



 

 

ɹ

ɺ

ɹ ɺ

ɺ 

16 + ɺ

Response Body ɺ 

 

1 ɺ

key.ini

Behinder.jar key ɺ 

2  

1  

ɺ 

2  

ɺ

ɺ 

3ɻ  

ɺ 

ɺ 

base64,chr,chr16,rot13 ɺ 

 

 

 46 ╪ Ḫ  



 

 

ɺ 

ɺ

ɺ 

 

 
 47 ╪  

 

Webshell

ɺ

ɹ ɺ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

4.1 2019 Office ₯ ל  

2019 Office

ɺ CVE- 2018- 0798

CVE- 2017- 11882ɺ 

VBA Stomping Excel 4.0

ɺ

ɺ 

20 Office ɺ Office

60.23% 57.19% VBA 3.04% Excel 4.0 27.48%

0Day NDay 1.08% DDE

OLE ɺ 

 

 
 48 Office ₵  

4.1.1 Office  

CVE- 2019- 0540

CVE- 2019- 0561 CVE- 2019- 0801 ɺ 

 

 

 

 

 

vba

57%

excel 4.0

3%

27%

DDE

1%

ole

12%

OFFICE



 

 

 
 49 Office ⌐  

 

2017 NDay

CVE- 2017- 11882 ɺ 

CVE- 2018- 0798 2019

2018 CVE- 2017- 11882 ɺ 

Moniker CVE- 2017- 0199ɹCVE- 2017- 8570 CVE- 2017- 8759

CVE- 2018- 8174 loader

ɺ 

CVE- 2017- 11826 CVE- 2015- 1641

ɺ 

EPS CVE- 2017- 0261 CVE- 2017- 0262 CVE- 2015- 2545 EPS

ɺ 

CVE- 2012- 0158 CVE- 2014- 4114

rtf CVE- 2010- 3333 CVE- 2014- 1761 ɺ 

4.1.2  

2018 Excel 4.0 shellcode POC

ɺ VBA Excel 

4.0 ɺ2019 4.5%ɺ 

 

 

 

 

CVE- 2012- 0158

13%

CVE- 2017- 0199

10%

CVE- 2018- 8174

6%

CVE- 2017- 8570

6%

CVE- 2017- 8759

5%

CVE- 2017- 11882

47%

CVE- 2018- 0802

3%

CVE- 2018- 0798

5%

CVE- 2018- 4878

3%

2%



 

 

 
 50 Office ⅎ  

 

2019 Excel 4.0 ɺ

ɺ 

 

 
 51 2019 Excel4.0 ‟  

 

VBA 2019 VBA Stomping Office

ɺ 

4.2 ῖ ₯ №  

excel 4.0
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